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NMPOrPAMMA MNMPAKTUKH

52.0.05(N) Mpou3BoacTBeHHaA NpakTUKa (NpoeKTHOo-3KcnyaTaumoHHas)
Kod u HaumeHosaHue(mun) npakmuku/HWP e coomeemcmeuu ¢ y4ebHbIM rnaHoM

1. Koo u HaumeHoOBaHMe HanpaBleHus noaroToBku/cneumnanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodmnb nogroToBkK/cneymanmsauusa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudumkaums (cteneHb) BbINyCKHUKa: Cneunanuct
4. dopma oby4yeHMA: o4Has

5. Kacbegpa, oTBevarLasn 3a peanusaumio npakTuku: KnbepbesonacHoctu

MH(OPMALIMOHHLIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanui BnagmmmpoBuy, K.T7.H., AOLEHT

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PeKOMeHAOBaHa: Hay4yHo-meToamnvecknm coBeToM dakynbTeTa NPUKIagHoON MaTteMaTUKK,
MHOPMaTUKN N MexaHukun 22.03.2024 1., npoTokon Ne5
(HaumeHogaHue pekomeHOyrowel cmpykmypbl, 0ama, HoMep NPomokona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebHbIn ron:_ 2028/2029 CemecTtp(bl): A




9.Uenb npakTuku:

— pasBuTHe NpodecCcrmoHasrbHbIX 3HaHUN U KOMNETEHUNN CTYEHTOB,

— nony4veHne NpodeccruoHanbHbIX YMEHUN N onbiTa NPodeCcCcUOoHanbHON AesaTeNnbHOCTU Ha
Base npakTnyeckux 3agad, Ans peLlleHns KOTOpbIX HEOOXOAMMO MUCMNOMNb30BaTb COBPEMEHHbIE
WH(POPMaALMNOHHbIE TEXHONOMMM 06paboTKM U 3awmuTbl MHOpPMaUUK, a Takke npuobLueHne
CTYOEHTOB K cpefe opraHusauum C Uuenbio npuobpeteHus coumanbHO-NIMYHOCTHBIX U
npodeccuoHanbHbIX KOMNETEHLMI;

— npuobpeTteHne cTyaeHTamu npodeccuoHasnbHbiX HaBbIKOB, MNPAKTUYECKOro OnbiTa,
3aKkpensfieHne, cuctematmsaums U paclimpeHne TeopeTUYeCKUX 3HaHUW MO UCMOSIb30BaHUIo,
agMWHUCTPUPOBAHMIO, HACTpoOMKe W Hanagke cpencrtB obecneyeHns MHEPOPMaLMOHHOM
6e3onacHOCTU, UCMNOMb3yEMbIX B OpraHu3auuu.

3apauv NpakTUKK:
dopmMmpoBaHue y CTyaeHTOB YMEHUIN U HABbLIKOB:

— NpoBeAeHnst TeXHMYECKOro obcrnegoBaHusa obbekTa aHanmaa;

— cbop 93KCnepMMeHTanbHOro W 3KCNepTHOro MaTepuana WM €ero TeopeTU4ecKoro
ob606LeHus;

— HacTpoWka, akcnnyatauus n obecnevyeHve paboTOCMOCOOHOCTU KOMMOHEHTOB CUCTEM
obecnevyeHnsa NHPOPMaLMOHHON Be30MacHOCTH;

— oby4yeHue CTyAeHTOB MeToAnKaM NpUMEHEHNS YCTPONCTB U NporpaMmMHoro obecnevyeHus
WH(POPMALUMOHHBIX CUCTEM ANs  pelweHuss 3agad  obecneyeHuss  MHGAOPMaLMOHHON
B6esonacHocTy;

— un3yyeHue opraHusaumm IT cnyxb npeanpusaTus;

— W3yyeHMe CUCTeMbl aTTecTauun W KOHTPOMNS WHMPACTPYKTypbl Npeanpustuss u eé
OTAENbHbIX 3NEMEHTOB Ha COOTBETCTBUMN TpeboBaHMAM NHPOPMaLMOHHOM B6e30MNacHOCTY;

— M3ydeHMe cocTaBa annapaTtHOro M nporpaMmmHoro  obecneyeHust  CpeacTs
BbIYNCIUTENBHON TEXHUKN NPEeaNnpUSTUS.

10. MecTo npakTukm B cTpyktype OOI: ob6s3aTtensHaga Yactb 6noka b2.

Livkn (pasgen) OOM: B2 | kog gvcumnnudbl B ¥YI: 52.65.05(11)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHns y4ebHON NpakTukM oby4vatomecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO4€ M3YyYeHus1 ANCLMMINH

1 | B1.0.29 Teopus Hdopmauum

2 B1.0.32 OnepaunoHHbIE CUCTEMBI

3 | b1.0.34 KomnbloTepHble cetu

4 | B1.0.37 MeToabl nporpaMmupoBaHus

5 | Bb1.0.38 CucTtembl ynpaBneHuns 6asamm gaHHbIX

6 | b1.0.39 OcHoBbI NHGOPMaLMOHHON 6e30MacHOCTH

7 | B1.0.40 Mogenun 6e30MacHOCTY KOMMBIOTEPHBIX CUCTEM

8 B1.0.41 3alwmra B onepaumoHHbIX cucTeMax

9 b1.0.42 OCHOBbI MOCTPOEHUS 3aLLMLLEHHBIX KOMMbIOTEPHbLIX CETEN

10 | 61.0.43 OCHOBbI MOCTPOEHUS 3aLMLLEHHbIX 6a3 AaHHbIX

11 | B1.0.44 3awuTta nporpamm 1 gaHHbIX

12 | B1.0.45 MeTogbl 1 cpeacTBa KpuntorpadnM4eckon 3awmnTbl MHopMaumm

13 | b1.0.46 KpunTtorpadguyeckme npoToKosbl

14 | 61.0.47 TeopeTuko-4McnoBble MeToAbl B Kpuntorpadgum

15 | B1.0.49 OpraHusaunoHHoe 1 npaBoBoe obecneyeHne HopmaLmnoHHoW 6esonacHoCTH
16 | B1.0.50 MHcTannaumsa n HacTpovika nporpaMMHOro obecneyeHms

17 | B1.0.51 3awmTta nHpopmaLmm OT YyTEYKM N0 TEXHUYECKNM KaHanam

18 | 61.0.52 Teopusa pagnoTeXHUYECKUX CUCTEM

19 | 61.0.56.01 MHxeHepus nporpaMmMHoro obecrneveHus

20 | b1.0.56.03 Pa3paboTka npuknagHoro NporpaMMHoOro obecneyeHnst Anst KOMNbTEPHBIX CUCTEM
21 | b1.0.56.04 CoBpeMEHHbIE TEXHOSOMMM 3aLnTbl MHOPMaLUN KOMMBITEPHBIX CUCTEM U ceTEN
22 | b1.0.56.05 MeToabl pa3paboTkm 1 aHanm3a NoNTUKA MHOPMALMOHHOW 6€30MacHOCTM KOMMbIOTEPHbIX




CUCTEM U ceTen

23 | b1.B.07 Knbepbe3onacHOCTb KPUTUYECKNX CUCTEM U MHAPPACTPYKTYP
24 | 61.B.08 Pa3paboTka 6e3onacHOro nporpammHoro obecneyeHus
25 | B1.B.11 Teopusi 1 MeTOAbI COLMANbHOM MHXEHEPUN B MHGPOPMAaLMOHHOM 6e30MnacHOCTU
26 | b1.B.14 OCHOBbI NHXXEHEPHO-TEXHNYECKON 3alMTbl MHopMaLmm
27 | B2.0.02(H) lMpounsBoacTBEHHAs NpakTuKa (Hay4YHo-uccnegoBartenbckasa pabora)
28 | ©TO.01 AHanua gaHHbIX KOMMNbIOTEPHBIX CUCTEM U CETEN
OvcumnnuHel M NpakTWKW, ONS  KOTOPbIX OCBOEHME [AaHHOW AuCuMniuMHbl  (Mogynd) Heobxooumo  Kak
npeglwecTeyoLlee
29 | b2.0.03(MNA) lMpounsBoacTBEHHAs NpakTuka (NpeggunnomHas)
30 | B3.01(O) lMoaroToBKa K Npoueaype 3awmTbl 1 3amuTa BbiMYCKHON KBannMduUKaLMoHHON paboThbl
11. Bua npakTtuku, cnocob u chopma ee npoBeaeHuUs
Bua npakTukn: npouseodcmeeHHas.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
CDopma npoBeaneHuUsA NpPakTukKu. OUCKQemHaFI.
PeanunsyeTtcs yactnyHo B oopme npaktudeckon nogrotosku (Mr).

|_|pOI/I3BO)J,CTBeHHaFI npakTnka npoBoaunUTcCA B CTPYKTYPHbIX noapasgeneHnax

YHMBEpPCUTETa N B OpraHn3aumnsax Ha OCHOBE JOroBOPOB, 3aKIoyaeMbIX Mexay YHUBEPCUTETOM
N opraHmsauuamMn, LesTenbHOCTb KOTOPbIX COOTBETCTBYET HarnpasfeHHOCTM peanvsyemon
obpasoBaTenbHOM NporpaMmmbl MO COOTBETCTBYOLLEMY NPOGUIIIO.

12. NMnaHnpyemble pe3ynbTaTbl OGYyYEeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBblKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHAUKATOPaMU UX OOCTUXKEHUNA:

Kog HassaHue Kog(bl) WHankaTop(bl) MnaHupyemble pesynbTaTbl 00y4eHUus
KoOMneTeHunn

OrIK- CriocobeH npumeHsimb ymeeT YMeTb:

5. HOpMamueHble knaccuguumposaTtb —  KknaccudmumpoBaTh 3almiaemMyto MHopMaumilo no
npasosble aKmel, | o s 3 3awmaemyo BMAAM TalHbl U CTENEHAM KOH(UAEHUMANBHOCTY;
HopmamusHbie u WHopMaLmio no  BuaaMm —  KnaccudmumnposaTb " oLeHmBaTb yrposbl
MemoduyecKkue TaiHbI n  CTeneHaMm | nHOopMaLMOHHOM 6e3onacHocTu ans obbekTa
OOKyMeHmbl, KOHMAEeHUMaIbHOCTH nHbopmaTm3aumy;
peznameHmupytouwue ymeet — 060CHOBbIBaTb peELLEHNSs, CBSA3aHHbIE C peanu3auuen
OesimesibHOCMb no Knaccudguumposatb M | npaBoBbIX HOPM MO 3awWuTe MWHMopMauuM B npegenax
3awume uHghopmayuu oLeHnBaTb Yyrpo3sbl | AOMKHOCTHBIX obsi3aHHOCTEN, npeanpuHumaThb

OrK-5.4 MH(OPMAaLIMOHHOM HeobxoaMMble Mepbl MO BOCCTAHOBMEHWIO HapYLUEHHbIX
GesonacHocTu Ans | npas;
obbekTa — hopmynuposatb OCHOBHblE TpeboBaHus
VHopmaTmsaumm MHOpMaLUmoHHo  GesonacHOCTM  MpW  3KcnnyaTaumm
ymeet 06OCHOBBIBATL | KOMMBIOTEPHO CUCTEMBI;
pellenVs, CBAsaHHble C — dopMynMpoBaTe OCHOBHble TpeboBaHWA MO 3awmTte
peanusaunen npasoBbIX | koHdumAeHUMaNbHOW MHpopMaLmm, NePCoOHanbHbIX AaHHbIX U
HOpM no 3alnTe | oxpaHe pe3ynbTaTOB WHTENMEKTyanbHOW OeATenbHOCTU B
MHCpOpMaLlMVI B npeaenax opraHusauuu;

OriK-5.9 AOIDKHOCTHBIX — aHanuaupoeaTtb " oLeHVBaTh yrposbl
06s3aHHOCTel, MH(OPMaLMOHHOWM 6e30nacHOCTM 06bekTa Mo TeXHUYECKUM
npeanpvHUMaThb KaHanam.

HeobxoauMble Mepbl Mo
BOCCTaHOBIIEHUIO BnapeTh:
HapyLUEHHbIX NpaB; o
— MeTodamMu W CpPeACcTBaMW TEXHUYECKOW 3alyuThbl
ymeeT  chopmynupoBsaTb MHGbOpMALIM.
OCHOBHble  TpeboBaHus

OMK-5.12 MHOPMALIMOHHOW
6esonacHocTn npu
aKcnnyaTaumm
KOMMbIOTEPHOW CUCTEMBI;
ymeeT  opmynupoBaTb
OCHOBHble  TpeboBaHus
no 3awmre

OrlK-5.13 KOHbMAEeHUManbHoM
MHopmaLumu,

nepcoHarnbHbIX AaHHbIX U
oxpaHe pPe3ynibTaTtoB




WHTENeKTyansHowm
neaTenbHoOCTH B
opraHusaumu;

ymeeT aHanM3npoBaTtb U

oLeHuBaTb yrposbl
OlK-5.17 NHMOPMaLMOHHOMN

6e3onacHocT  obbekTa

N0 TEXHUYECKNM KaHanam

BrnageeT MeTogamu U
Orl1K-5.19 cpeacTBaMy TEXHUYECKOM

3aWmTbLI MHOPMaLK

OriK- CriocobeH npu ymeeT  paspabaTtbiBaTth | YMeTb:

6. peweHuu OMNK-6.6 moaenu yrpos n moagenu — paspabatbiBaTtb moaenu yrpos " moaenu
pogheccuoHarbHbIX ’ HapyLuuTens HapyLUMTENS KOMMbIOTEPHbBIX CUCTEM;
3aday KOMMbIOTEPHbIX CUCTEM; —  MpUMEHATb OTeYeCTBEHHbIe " 3apybexHble
opaaHu308bI8amb cTaHdapTel B obnactu komnbtoTepHon 6esonacHocTv Ans
3awumy  uHgopmayuu NPOEKTUPOBaHUs, pPa3paboTkN 1 OLEHVBaHWS 3aLUMLLEHHOCTU
02paHu4eHHo020 KOMMbIOTEPHOWN CUCTEMBI.
docmyna 8
KOMIMbIOMEPHbIX

ymeeTt NpUMEHSITb
cucmemax u cemsx 8
coomeememeuu c 0TEYeCTBEHHbIE "
HOPMAMUBHBIMU 3apybexHble CcTaHAapThbl
B obnactu
npasosbIMU akmamu U KOMTIBIOTEPHON
HopMamuSHBIMU Orl1K-6.10 6e3onacHocTn ans
memoduyeckumu
dokymeHmanmy NPOEKTUPOBaHWS,
®edepanbHol  criyxbbi paspaboTky v
6esonacHocmu oueHnBaHmA
Poccutickol SalLNLLEHHOCTH
Dedepauu, KOMIMbIOTEPHOWN CUCTEMBI
®edepanbHol  Cr1yx0bi
0 mMexHU4Yeckomy U
3KCrIOPMHOMY
KOHMPOITo

OriK- CriocobeH pewamsb ymeeT opraHu3oBatb | YMeTb:

9. 3adaqyu 3awmTy uHdopmauun ot — opraHu3oBaTb 3aWmTy WHGOPMauUMM OT YTEYKM Mo
rpogeccuoHarnsHoU OrnK-9.3 YTEYKN MO TEXHUYECKUM | TeXHWYEeCKMM KaHanam Ha o6beKTax MHgopmMaTmM3auum;
desmensbHoOCMU ¢ KaHanam Ha obbekTax — MONb3oBaTbCA  HOPMATWBHLIMKM  [OKYMEHTaMu B
yyemom mekywezo nHcopmaTMsaLm 06r1aCcTN TEXHUYECKON 3Tl MHPOPMALIK;

COCMOSIHUSI u ymeeTt nosib30BaThCS

meHOeHyul  passumusi HOPMaTMBHbBIMM — (opmynuposatb v HacTpavsare ronuTiAky
Memodos sawumsl | OMK-9.4 [OKyMeHTaMU B 0BnacTy 6e3onacHocTK noKanbHbIX KOMMbIOTEPHbBIX cetei,
uHGhopMaUU e TEXHUYECKOI sawuTl | MOCTPOEHHBIX Ha OCHOBE OCHOBHBIX OMEPALIMOHHBIX CUCTEM.
orepayUoHHbIX MHopMaLmu

cucmemax,

KOMIMbIOMEPHbIX Ccemsix YMBST (HOpMYTVPOBATS 1

u cucmemax

yrpasneHus Gazamu HacTpavBaTb  MOMNUTUKY

OaHHbIX, a makxe Gesonactocti

memodoe u cpedcme | OlIK-9.9 noKarnkHelx .

g

om ymedku 1o OCHOBHbIX OMepaLyoHHbIX

MEeXHUYECKUM KaHaram, ;

cemel u cucmem cnerem;

nepedayu uHghopmayuu

OrIK- CnocobeH ymeeT KOPPEKTHO | YMeTb:

10. aHanuauposams ncnonb3oBaTb — KOPPEKTHO ucnonb3oBaTb KpunTorpaduyeckune
meHOeHyuu  pazsumusi KpunTorpaduyeckmne anroputMbl  Ha  MpakTWUKe  MpuM  pelleHuM  3agad
memodos u cpedcme | OlK-10.4 | anropuTMbl Ha MNpakTuUKe | KpunTorpacuyeckMMm MeTodamu;

Kpunmozpagbuyeckoli npu  peiweHnn  3agay — NPUMEHSATL matemaTtunyeckue mMeToab! npu
3awumsl UHgopMayuu, KpunTorpadmnyeckumm ncenegoBaHumn Kpuntorpauyeckmx anroputmos;
ucrionib3osamsb MeToaamu; — pa3BopayuBaTb MHMPACTPYKTYPY OTKPbITbIX KItoYewn
cpedcmea . ymeeTt NPUMEHATL | Ansa pelueHns KpunTorpaduiecknx 3agau;
Kpunmogepagbuyeckoli MaTemaTtuyeckme mMetoabl — MPOBOANTbL aHanu3 KpunTorpadr4eckmx NpoTOKONoB, B
3awumsl  uHgpopmayuu | OMK-10.5 | npu MCCNEeAoBaHUWA | ToM 4ucne C  MCMONb30BaHWEM  aBTOMaTU3UPOBAHHBLIX
npu peweHuu 3aday KpunTorpadmyeckux CcpeacTs;
npogheccuoranbHol anropuTMoB; — OLEHMBaTb TEOPETUYECKYID CIIOXHOCTb MPUMEHSIEMbIX
dessmenbHocmu Bnageet HaBbIKaMU | afropuUTMOB;
OMK-10.6 | YCNONb30BAHNA TUNOBLIX — pasBopauvBaTb WHMPACTPYKTYPY OTKPbITLIX KIHOYEi
KpunTorpacuyeckux ANS peLleHust KpUnTo-rpaduieckux 3apay;
anropmTMos, — BBIYMCIIATH TeopeTUKo-MHDOPMALIMOHHbIE
yMEET  pasBopaiuBathb | yxapakTepuCTUKUM UCTOYHWKOB COOBLLEHWI WM KaHanoB CBS3U
MHPACTPYKTYPY B (aHTpONMSA, B3auUMHas MHdopMaLmK, nponyckHas
OMK-10.9 | OTKPEITEIX KlloYe ANA | cnocoGHOCT);
pewenna —pewaTb  TUMOBble  3afauM  KOAMPOBAHUS W
KpunTorpadmyecknx [eKOAMPOBaHMS;
3apad
Or1K- YMEeT NpoBOANTL aHanu3 | Brapets:
10.10 KpunTorpadmyecknx




NPOTOKOJI0B, B TOM 4uUcne
C ncnonb3oBaHNeM
aBTOMaTM3NPOBaHHbIX
cpencTs

Or1K-
10.17

ymeeT oueHVBaTb
TEOPETUYECKYHO
COXHOCTb
MPUMEHSIEMBIX
anropuTMoB

OrlK-
10.20

ymeeT pasBopaymBaTb
UHCPaCTPYKTypy
OTKPbITBIX  Krtoyern Ans
peLueHus KpunTo-
rpagunyeckmx 3agad

OrlK-
10.25

ymeeTt BbIYNCNATL
TEeopeTuKo-
MHMOPMAaLMOHHbIE
XapaKkTepucTukn
MNCTOYHUKOB COOBLLIEHUI 1
KaHanos CBA3N
(aHTponus, B3anMHas
MHdopMaumm,
npornyckHas
CnocobHOCTh);

OrlK-
10.26

ymeeT pewaTtb TUnoBble
3agayn KogmpoBaHuUA W©
AeKognpoBaHUA;

OrlK-
10.27

BnapeeT OCHOBamu
NoCcTpoeHus
MaTemaTu4eckmx
mogenen TEKCTOBOM
MHopmauun n mogenen
cuctem nepegauu
MHOopMauuy;

OrlK-
10.28

Bnageet
NpYMeHeHust
MaTeMaTu4eckoro
annapata Ans peLlueHus
NpVKNagHbIX TEOPETUKO-
MHOPMALMOHHbBIX 3aay.

HaBblKaMun

— HaBblkamu UCMONb30BaHMUs
KpunTorpacuyecknx anropuTMoB;

—OCHOBaMu MOCTPOEHUs1 MaTeMaTU4Yeckux Mopenewn
TEKCTOBOM WHcopMauMn W Mogenei cucTeM nepefayv
MHopMaumu;

— HaBblkaMW MPYMEHEHUS MaTemaTU4Yeckoro annaparta
0N pelleHnst NpUKNagHbIX TeopeTUKO-MHEOPMaLMOHHbIX
3agad.

TUNOBbIX

OfIK-
11.

CriocobeH
paspabamsieamsb
noauMuKU
6esonacHocmu,
nonuUMuUKU  yrpaeneHusi
docmyrom u
UHGbOPMaYUOHHbLIMU
rnomokamu 8
KOMIMbHOMePHbIX
cucmemax € y4emom
yepo3  besonacHocmu
UHgbopmayuu u
mpebosaHull no
3awume uHgopmayuu

OrnK-11.4

ymeeTt paspabatbiBaTbh
MoZenu yrpo3 u mopenu
Hapywmtens
6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM;

OlnK-11.5

ymeeTt paspabatbiBaTbh
YacTHble NONUTUKK
Ge3onacHocTH
KOMMbIOTEPHBIX CUCTEM, B
TOM  yucrie  MONUTUKK
ynpaBreHuss JOCTYnoM U
MH(OPMAaLMOHHBIMU
noTokamu;

OlnK-11.9

ymeeT hopmynupoBaTb U
HacTpauMBaTb  MOMUTUKY
6e30MacHOCT OCHOBHbIX
onepaLMoHHbIX CUCTEM

OrlK-
11.10

ymeeT dhopmynmpoBaTb U
HacTpavBaTb  MOMNUTUKY
6esonacHocTn
nokanbHbIX
KOMMBbIOTEPHLIX  CETeMN,
NOCTPOEHHbIX Ha ©Oase
OCHOBHbIX OMepaLyoHHbIX
cucTem

YMeTb:

— pa3pabaTbiBaTb MOAENM Yrpo3 U MOLENU HapyLumnTens
©6€e30MacHOCTN KOMMbIOTEPHBIX CUCTEM,;

— paspabaTbiBaTb 4YacTHble MONMUTMKM  Ge3onacHocTn
KOMMbIOTEPHBIX CUCTEM, B TOM YMCNE MOMUTUKA yrpaBrieHus
[OCTYNOM Y MHCPOPMALIMOHHBIMU NMOTOKaMW;

— chopmynmpoBsaTb " HacTpavBaTb
6e30MacHOCTM OCHOBHbIX ONEPaLMOHHbIX CUCTEM;
— chopmynumpoBaTb 7 HacTpavBaTb NoNUTUKY

6e3onacHocT noKanbHbIX KOMMbIOTEPHbIX ceTen,
MOCTPOEHHbIX Ha 6a3e OCHOBHbIX ONEPALIMOHHBLIX CUCTEM.

NONUTUKY

Of1K-
12.

CriocobeH
adMuHucmpuposams
ornepayuoHHble
cucmeMbi U 8bIrOJTHIMb
pabomai no
80CCMaHOBIeHUIO
pabomocrnocobHocmu
rpuknadHo20 u
cucmemMHo20
npoz2pamMmMHO20
obecrneveHusi

OriK-12.5

Ymeet OCYLLIeCTBNATb
aAMWUHUCTPUPOBaHNEe
NporpamMMHoro
obecneyeHus
cneuuanbHoro
HasHaueHus, BKItoYasn
onepauuoHHble CUCTEMBI,
B TOM yucne
0TEYECTBEHHOTO
npou3BoAcTBa.

OrK-12.7

YMeeT BocCCTaHaBMMBaThb
paboTocnoco6HoOCTb

nporpamMm creupansHoro
HasHayeHust npv

YMeThb:

— OCyllecTBNATL agMUHUCTPUpOBaHME nNporpamMmmHoOro
obecneveHus cneunanbHoOro Ha3Ha4yeHua, BKno4as
onepaunoHHble CUCTEeMbl, B TOM 4UClie OTeYeCTBEHHOro
NpoOn3BOACTBA;

— BOCCTaHaBnMBaTb paGOTOCI‘IOCO6HOCTb nporpamm

crneumanbHOro HasHayYeHusi Npu BO3HUKHOBEHUWN HeLUTaTHbIX
cuUTyaumn.




BO3HUKHOBEHUN
HEeLWTaTHbIX cmyaumﬁ.

OrIK- CriocobeH ymeeT opMynupoBaTtb U | YMeTb:

13. paspabambigamb OfMK-13.1 | Hactpameate  nonmTuky — hopMynumpoBaTb n HacTpavBaTb NONUTUKY
KOMIMOHEeHMb! ’ 6€30MacHOCT OCHOBHbIX | 6€30MacHOCTY OCHOBHbIX OMEePaLMOHHBIX CUCTEM;
poepamMmHbIX u OonepaumoHHbIX CUCTEM — paboTaTb C WHTErpupoBaHHbIMM cpejamu pa3paboTku
rpoepammHo- Brnageet HaBblKamMn | NPOrpaMMHOro obecneyeHus;
annapambix cpedcms paspaboTku — NPUMEHSATb cpencTtea " MeToAabl aHanusa
3awumel  uHgopmayuu nporpamMmMHbIX  MOAYMEN, | nporpaMMHOro obecnedeHns Ans BbiISBNEHNS 3aKNaaok;

8 KOMI1bOmepHbIX peanusytolnx  3apauqu, — NPUMEHSATL MeTOAbl aHanm3a NPOEeKTHbIX PEeLUeHnn Ans
cucmemax YUl OMnK-13.2 | cBAsaHHbie C | obecneyeHuns 3aLUMLLEHHOCTN KOMIBIOTEPHBIX CUCTEM;
npoeodume  aHanu3 ux obecneyeHnem — MPUMeHsTb  COBPEMeHHble cpeacTBa  obecrneyeHns
6esonacHocmu GesonacHocTn MHPOPMaLIMOHHO GE30NacHOCTH NPOrPaMM W AaHHbIX;
ONepaLMnoHHbIX  CMCTEM — NpoBOANTL aHanus NPOrpamMMHbIX cpeacTs,
pacnpocTpaHeHHbIX MPUMEHSIEMbIX NS KOHTPONS W 3aLLmMThl MHcbopMaLmn.
ceMeincTs
ymeet pabotaTb C | BnageTb:
MHTETPUPOBAHHbLIMN — HaBblkaMW  pa3paBoTKM  MPOTPaMMHbIX  MOZyre,
OrMK-13.5 | cpepamm paspaboTkN | peanmayiowmx  3amaum, CBS3aHHble C  OBGECTIeYeHuem
nporpamMMHoro 6€30MacHOCT OMEePaLMOHHLIX CUCTEM PachpOCTPaHEHHbIX
obecneyeHus; CeMelCTB;
Brageet HaBblkamu
paspaboTky, p————. — HaBblkamu paspa60'_rKM, 0Tnagku, AOKYMEHTUPOBaHUS U
OrlK-13.6 TeCTUPOBaHWS NporpamMm;
[OKYMEHTUPOBAHMSI n
TECTUPOBaHWSI Nporpamm; — HaBblkaMu pa3paGOTKV| anroputMoB  Anda  pelleHunsa
BnameeT HaBbikamy | TUNOBbLIX NPOheCcCMoHarnbHbIX 3aaay.
OnK- paspaboTku anropuTMOB
ANS pelleHnst  TUMOBbIX
13.17
npodeccroHanbHbIX
3apay;
Ymeet NPUMEHSTb
OnK- cpeactBa UM MmeTodbl
aHanusa nporpaMmHoOro
13.18
obecneyeHus ansa
BbISIBNIEHWS 3aKNagok
Ymeet NpUMeHsITb
mMeToAbl aHanusa
OrlK- NPOEKTHbIX peLLeHnn onsa
13.19 obecneyeHns
3aLUMLLEHHOCTU
KOMMbIOTEPHbIX CUCTEM.
YmeTb NpUMeHsITb
COBPEeMeHHble  cpefcTBa
OrK- obecneyeHns
13.21 MHOPMAaLIMOHHOWM
6esonacHoOCTM nporpamMm
1 A@HHbIX
YMeeT npoBoAMTbL aHanms
OFK- NporpaMMHbIX  CPeAacTB,
13.23 NpYMEHSIEMbIX ans
KOHTpPONs ¥ 3aluThl
MHdOopMaLum

OrIK- CrnocobeH ymeeT npoekTupoBaTb | YMeTb!

14, npoekmuposams  6a3bi pensumnoHHble 6a3bl — MPOEKTUPOBaTb  PensiMOHHble  6asbl  AaHHbIX U
OaHHbIX, OaHHbIX 1 OCYLLIECTBMISATL | OCYLUEeCTBMAT Hopmarnusauuio OTHOLLEHUI npwv
admuHUCmpuposams OMK-14.4 | Hopmanmsauuio MPOEKTUPOBaHUM PENSILIMOHHOW 6asbl AaHHbIX;
cucmembl  yrpasieHus OTHOLUEHUN npwu — HacTpaMBaTb W TMPUMEHATb COBPEMEHHbIE CUCTEMbI
basamu  OaHHbIX 8 NPOEKTUPOBaHNM ynpasneHus 6azamm JaHHbIX;
coomeemcmeuu c pensumMoHHo 6a3bl — nonb3oBaTbCs cpeacTtesamu 3aLmThl,
mpe6osaHusimMu no AaHHbIX npegocTtaensembiMn CYB[;
3awjume uHgopMayuu ymeer HacTpavBatb WU — co3paBaTb [OMNOMHWUTENbHbIE CpeacTBa 3awuTbl 6a3

OMK-14.5 | NMPVMEHSATL COBPEMEHHBIE | naHbiX;
CUCTEMBI ynpasnenms — NPOBOAWTL aHanM3 1 OLieHUBaHNe MEXaHW3MOB 3aLLUUTbI
6a3aMm AaHHbIX 6a3 AaHHbIX.
BrnageeT MeToaMKON U
HaBblkamMi  COCTaBNeHus | BnapeTb:
OfK-14.6 | sanpocos  Ans ngmcxa — METOAUKON W HaBblkamMy COCTaBIEHWS 3anpocoB Ans
:gﬂ)ﬁjyaumm B 0838 | houcka nHdopMaumu B 6a3ax AaHHbIX;
ymMeeT NONB30BATLOS —METOAMKON W HaBblkaMW  WCMOJSIb30BAHWUS  CPEACTB
OrK- cpeacTBamMu 3alwuThl, | 3aLMTI, MPefoCcTaBNAeMbIX cyb[.
14.11 npegocTaBnseMbiMun
CYB[;
ymeeT co3faBatb
OrK- [OMNOMNHUTENbHbIE
14.12 cpeactBa 3awmTbl  6a3
[aHHbIX;
OflK- yMeeT MpOoBOAUTL aHanu3
14.13 " oLEeHnBaHne




MEeXaHW3MOB 3aluThl 6a3
AaHHbIX;

Bnageetr MeTOAUKOM U
HaBblkamu
OrK- MCMOoNb30BaHNs CpPeacTB
14.14 3awuThbl,
npegocTaBnsieMbIX
CYB[.

OrIK- CrnocobeH ymeeT OCYyLLEeCTBNATb | YMeTb!

15. adMuHucmpuposams NpoeKTUpoBaHne " — OCyLLeCTBNATb  MPOEKTUPOBaHME UM ONTUMU3ALUIO
komnblomepHble cemu | OlK-15.6 onTuMm3aumio PYHKLIMOHNPOBAHNSA KOMMBIOTEPHBIX CETEN.

u KOHmMposnuposams YHKLMOHUPOBaHUS
KOppeKkmHocmb ux KOMMbIOTEPHBIX CEeTEN; Bnapetb:
PyHKYUOHUpOSaHUS Bnapeet HaBbIkamm — HaBblkaMW  aAMUHWUCTPUPOBAHWUS  KOMMbIOTEPHbIX
OrK-15.7 2AMUHMCTPUPOBAHNS ceTell.
KOMMbIOTEPHBIX CEeTEN;

OFIK- CrnocobeH nposodume ymeeT chopmynuposaTb U | YMeTb:

16. MOHUMOpPUH2 HacTpamBaTb  MOMUTUMKY — hopMynumpoBaTb " HacTpauBaTb NONUTUKY
pabomocnocobHocmu u 6e30MacHOCTM OCHOBHbIX | 6e30MacHOCTY OCHOBHbLIX OMEpPaLMOHHBIX CUCTEM, a Takke
aHanus OMK-16.6 | ONEPALMOHHbIX CUCTEM, @ | NoKarbHbIX KOMMbIOTEPHBIX ceTel, MNOCTPOEHHbIX Ha WX
aghghbekmusHocmu Takke rnokanbHbIX | OCHOBE;
cpedcme 3awjumbl KOMMbHOTEPHbIX cetei, — MPUMEHATb  3alUMLLEHHble MPOTOKOSbl, MeXCeTeBble
uHghopmayuu e NMOCTPOEHHbIX ~ HAa WX | 3KpaHbl U CpeacTBa OOHApYXXeHWUS BTOPXEHUWA ONsi 3awuThbl
KOMIbOMepPHbIX OCHOBE; MHOpMaLmmM B CETSX;
cucmemax u cemsx ymeeTt NpYMeHsTb — OCYLLECTBNATb Mepbl MPOTUBOAENCTBUA HapyLUEHUSM

3allyLeHHble ceTeBo 6e30MacHOCTM C  UCMOMb30BaHNEM  Pa3NMNYHbIX
NPOTOKOIbI, MEXCETEBbIE | MporpaMMHbIX U annapaTHbIX CPeACTB 3aluThI;

OlNK-16.7 | okpaHbl 1 cpeAcTea — BBISBMATL  [IEACTBME BPEJOHOCHBLIX  NPOrpamm, W
0BHapyeHusi BTOPXKEHW | onpenensiTb xapakTep UX BO3AeNCTBIS;
Aans 3almThI — BbINOMHATb paboTbl no BOCCTaHOBMEHMIO
MHOpMaLK B CeTAX; paboTOCnocOGHOCTM CPeacTB 3aliuThbl MHGOPMAaUMM NpU
ymeer OCYWIECTBINATL | BOZHMKHOBEHMM HELUTATHbIX CUTYyaLid.
Mepbl MPOTUBOAEWCTBUS
HapyLleHUsMm CeTeBoll | BnageThb:

OlK-16.8 Gesonactoctn ¢ — HaBblKaMW HACTPONKN MEXCETEBbIX SKPaHOB;
MCMNONb30BaHNEM
Pa3MMYHBIX MPOrPAMMHBIX — MeTOAuKaMM aHanu3a ceTeBoro Tpaguka.
M annapaTtHbIX CpecTB
3aLmThI;
Bnageet HaBblkaMm

OlK-16.9 HaCTPOMKN  MEXCEeTEeBbIX
3KPaHOB;

OnK- BnageeT mMeToauKamm

16.10 aHanusa . CeTeBOro
Tpaduka,;
Ymeet BbISIBINSATb

onk- OencTBue  BpPEdOHOCHbIX

16.12 nporpaMm, v onpeaensite
xapakrep nx
BO3OENCTBUS.
Ymeet BbINOMHATb
paboTbl no
BOCCTaHOBIEHUIO

OrlK- paboTocnocobHOCTH

16.16 cpeacTs 3aLmThl
MHopMaLum npv
BO3HWKHOBEHUM
HELUTaTHbIX CUTyauui

OrIK- CniocobeH Bnapets:

BnapeeT HaBblkaMu

4.1. opaaHu308bigamb npUMEHeHMs — HaBblkamu NpUMeEHeHnA aHanuMTU4ecKux "
3awjumy uHgpopmayuu e AHANUTUYECKNX u | KOMMbloTepHBLIX MoAenei 0GBLEKTOB MHOpMaTU3aLUU Mpu
KOMIbIOMepHbIX KOMMbIOTEPHBIX MOfeneli | CO3AaHUN CUCTEM 3aLLMThl MHopMaLMK.
cucmemax u cemsx (no | OllK-4.1.5

obnacmsam
rpUMeHeHUs1)

06BbEKTOB
MH(OpMaTU3aLmn npu
co3aHum cucTem
3aLWmnTbl MHopMaLMW;




OrlIK- CrnocobeH BnageeT HaBblkamu | BrageTs:

4.2. aHaIu3upoeans NpoBeAeHNA —  aHarusa — HaBblkamMu MPOBEAEHWS aHanu3a  3alMLLEHHOCTH,
SalUUEHHOCMb, SalnLLIEHHOCTH, MOHUTOPUHra, —ayauta W  OBECreYeHWst  KOHTPOIbHBIX
npogodume MOHWTOpUHIa, ayauTa U | npogepok (pyHKLMOHNpPOBaHUS " 6e3onacHocTu
MOHUMOpUHe, ayoum u obecniederns KOMIMBIOTEPHBIX CUCTEM W CETEIA.

KOHMPOJIbHbIE KOHTPOMbHBIX  NPOBEPOK
nposepKu YHKLMOHNPOBaHUSA n
pabomocrnocobHocmu u 6e3onacHocTu
3awuweHHocmu KOMMbIOTEPHBIX CUCTEM ©
KOMIMbIOMEPHbIX OfK-4.2.3 | ceteir;

cucmem u cemel (no

obnacmsam

rPUMEHeHUSs)

OrIK- CnocobeH Brageet HaBblkamn | Bnapgetsb:

4.3. paspabambieamsb u ynpaeneHus npoLeccom — HaBblkamMW  YMpaBfeHus MpoLeccoM peanu3aumu
aHarnusuposams peanusaumu NOMUTUKN | NONMUTUKN MHPOPMALIMOHHOW 6e30MacHOCTU KOMMbIOTEPHBIX
KOPPeKmHocmo MHOPMaLMOHHOM CUCTEM W CeTel, opraHn3auny 1 NogaepXaHus BbINOMHEHNS
nonumuku 6e3onacHocTu komnnekca Mmep no obecneyeHnio  MHHOOPMAaLIMOHHON
UHGopMayuoHHOU KOMMbIOTEPHBIX CUCTEM U | 6e30MacHOCTU BbIMMCINTENbHBIX CUCTEM.
besonacHocmu OMNK-4.3.4 ceTen, opraHusauMm nu
KOMIMbIOMEPHbIX nogaepxaHvs
cucmem u cemeld (rno BbINOMHEHNS  KOMMIekca
obnacmsam Mep no obecneveHnto
rpUMEeHeHUSs) MHOPMaLMOHHOM

6e3onacHocTu
BbIYMCIIUTESNbHbBIX
cucTem;

MK-1. CriocobeH nposodumsb npoBoOAWT OueHKy | YMeTb:
aHanu3 mpebosaHull u COOTBETCTBUS — npoBOAWUTb  OLEHKY  COOTBETCTBUSI  MEXaHW3MOB
8bIMOHAMb Pabomal 1o MeXaH13mMoB 6e30nacHOCTM  KOMMbIOTEPHON  cucTeMbl  TpeboBaHWsIM
IPOeKMuUpPOo8aHuIo 6esonacHocTn HOPMaTUBHbIX [OKYMEHTOB, @ Takke WX KOPPEKTHOCTM
npo2pamMmMHbIX u KOMMbIOTEPHOW  CUCTEMbI | CYLLECTBYIOLLMM PUCKaM.
arnnapamHbix TpeboBaHuAM
KOMIMOHeHmM  cucmems! HOPMaTUBHbIX
besonacHocmu [1K-1.4 [OKYMEHTOB, a Takke WX
KOMIMbOMEPHbIX KOPPEKTHOCTU
cucmem u cemedl, 8 CYLLIECTBYIOLLMM pUCKaM;
mom qucrne c
ucronb308aHuemM
COBPEMEHHbIX Memodos
u cpedcme 3awjumsi
UHghopmayuu

lK-2. CrnocobeH npuHumMams npumeHsieT YmeThb:
y4dacmue 8 aKkcrniepmuse a(pheKTUBHLIE METOObI U — MNpUMeHATb 3deKkTUBHbIE MeToAbl U cpeacTsa
u aHarnuse K. cpeacTtBa nnaHMpoBaHua | NNaHUpoBaHUA U opraHusaummn nccnepoBaHuii u paspaboTku;

- -2.1
ys3sumocmed, yepo3 u " opraHusaumm —  NpoBOAMUTbL TeopeTnyeckue " npuknagHoe
UHYudGeHmos ncenenoBaHun M | uccnegoBaHMe YpPOBHEN  3aALUMLLEHHOCTUM  KOMMbHOTEPHBIX
UHbOpMaUUOHHOU pa3paboTku; CUCTEM U ceTei.
besonacocmu 8 npoBOAWT TeopeTnyeckue
KOMIMbIOMEPHbIX " npuKnasHoe Bnagetb:
cucmemax u cemsix K25 nccnefoBaHve  ypoBHew — MeTofjamMM M CPEACTBAMM  MNaHMpOBaHWA U
’ 3aLUMLLEHHOCTH opraHv3aummn uccnefoBaHuin u paspaboTku.
KOMMbIOTEPHBIX CUCTEM ©
ceten;

MK-3. CnocobeH 3HaeT mMeToabl | 3HaTb:
yvyacmeosamb 8 aAMWUHUCTPUPOBaHUSA — MeTodbl aAMVHUCTPUPOBAHWS CUCTEM YMpaBreHUs
pabomax mno cuctem ynpaBneHus | cobbiTusimu  UHGOpMaumoHHo  Be3onacHocTn, cuctem
poeKkmuposaHuUto cobbITUAMM 0oBHapyXeHUs 1 NpeaoTBPaLLEHNS BTOPXKEHWUIA, MOHUTOPUHIa
cucmem 3awumsl 1K-3.2 MHPOPMALIMOHHOW COObITUI N UHUMAEHTOB.
uHghopmayuu 8 6e3onacHocT,  cucTEM
KOMIMbOMEPHbIX obBHapyxeHus n | YmeTb:
cucmemax u cemsx rpu npefoTepalleHns — y4yacTBoBaTb B MPOEKTUPOBAHUM CUCTEMbI 3aluThbl
peweHuu BTOPXEHUN, MOHUTOPUHTA | MHOpMaLMU U MOACUCTEM UHGOPMALIMOHHON 6e30MacHOCTM
HpOCpeCCUOHaﬂbeIX, coObITUI U WHUMOEHTOB, KOMI‘IblOTepHOIZ CUCTEMBbI.
uccriedosamernbCKux U BbINOMHAET npoBepKy
npuknadHbix 3aday yCTOMYMBOCTM Bnagetsb:

MPUAOKEHNN K BHELHEMY — HaBblkAMM MPOBEPKN YCTOMYMBOCTU MPUNOXKEHUI K
HECAHKLIMOHVPOBAHHOMY | pai)jyeMy HeCaAHKLMOHMPOBAHHOMY AOCTYMY, B TOM YMCre

[1K-3.5 AOCTyny, B TOM HYUCN€ | pnopepka  yCTOMYMBOCTM  BEG-MPUNOXKEHW K aTakam,
NpoBepka  yCTOMHMBOCTU | npveHeHne cpeacTB KOHTPONsS 6e30MacHOCTY, yrpaBrieHne
Beb-npunoxeHmi K'| kpuntorpachuyeckumu cpeacTBamu, a Takke OpraHU3aLmst
aTakam, npvMeHeHue

cpeacTs KOHTpOnisi

MeponpusaTuii no obecneveHuto knbepbesonacHoCTU.




6esonacHocTy,
ynpasrneHue
KpunTorpacunyeckmumm
cpeactBamu, a  Takke
opraHu3auus
MeponpuaTUiA no
obecneyeHnto
KnbepbesonacHocTy;
cnocobeH y4yacTBoBaTb B
NPOEKTMPOBaHNM
CcUCTEMBI 3aLmnThI
MHOopMaLnm "
nogcmcTem
NHMOPMaLMOHHOM
6e3onacHocTu
KOMMbIOTEPHOW CUCTEMbI;

1K-3.6

13. O6beM NpPakTUKN B 3a4eTHbIX eauHULax / akK. Yac. (8 coomeemcmsuu ¢ y4ebHbIM MiaHoM) —
6/216.

Popma NpoOMeXYTOHHON aTTecTaumm 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb No BuAam y4ebHou paboTbl

TpynoemMKocTb
Bcero Mo cemecTpam
Bug y4ebHow paboTbl
A
u. y., B hopme
Mnn
Bcero yacos 216 216 162
B TOM YmChe:
KoHTakTHasa paborta (Bkntoyast HAC) 4 4 3
CamoctosaTensHasa pabota 212 212 159
UToro: 216 216 162
15. CopepxxaHue npaktuku (unu HAP)
n/n O6bem yuebHon paboThl, 4
Pasgensbl (aTansl) Bubl yueBHOI paBoTbl KoHTakTHble | CamocTosiTe
NPaKTUKN Yachbl NbHasA
paboTta
1. | OpeaHusayuoHHo- npoeedeHne cobpaHuss MO oOpraHusaumMnm npakTuky;
rnodzomogumeribHbl | YCTAHOBOYHbBIA WHCTPYKTaX MO 3agadaMm, Cpokam W
U aman TpebyemoW OTYETHOCTWU; WHCTPYKTaX MO TEeXHUKe
6e3onacHocTn paboTbl; opmynupoBka 3agavy  Ans
peLLeHnst B Xo4e NpakTUKM U COCTaBreHne nnaHa paodor;
noaroToBka [OKYMEHTOB, MNogTBepXAawowmx  ¢akT
HanpaBieHUs Ha MpPaKTUKy; MNOJydeHne 3adaHust OT 1 12
pyKoBOAMTENS NPaKTUKW; NPON3BOACTBEHHbIN
WNHCTPYKTaX; O3HaKOMIeHNe CTYOEHTOB ¢
opraHn3aunoHHON CTPYKTYpOW NpodubHON
opraHu3auuu, NPUMEHSIEMON annapartypomn n
nporpaMmmHeiM o6ecnevyeHnemM, HOpMaTUBHLIMU aKTaMu
N MHCTPYKUNSIMM.
2. | lNpoekmHo- N3y4yeHne HOPMATMBHbIX [JOKYMEHTOB MO  3awiuTe
3KcrislyamayuoHHbl | MHdopMaumm n MeTogukamu NpoBEPKU 3aLLMLLEHHOCTU
U aman obbekTa nHdopmaTmsauuu; 0O3HaKoMmIleHve c
npvHUMNamm dhopmMmnpoBaHus NONMUTUKN 5 100
MHpopMaunoHHoON 6Ge3onacHOCTM B KOpPMOpaTUBHOM
MHMPACTPYKTYpe;  OUeHKa puckoB  6e3onacHOCTU
MHOPMaLMOHHON CUCTEMBI; O3HaKoMneHue c
NOJSINTMKON MHGOPMALMOHHON ©e3onacHocTH




OEnCTBYyOWeENn B KOpPNopaTMBHOM  WHMPACTPYKTYype;
O3HaKOMIIEHVEe C  MPUMEHSIEMbIMA  CpeacTBamu,

mMeTodamm n TEXHOMNOrMsAMM obecneyeHuns
3aLUULLIEHHOCTM  KOPNOpPaTUBHOM MHAPACTPYKTYpbl U
obecneyeHus MHOPMaLIMOHHOM ©e3onacHoCTH;

paspaboTaTb NpeanoXeHus Mo COBEPLUEHCTBOBAHMIO
cnctemMbl MHOOPMaLMOHHOM 6e30MacHOCTM.

3. | OgpopmrieHue onucaHme npogenaHHon paboTbl C CaMOOLLEHKON
omyéma o pe3ynbTaToB NPOXOXAEHNS NpaKkTUKu;
umoeam fpakmuku | (bopMynMpoBaHNe BbIBOAOB W MPeaSsIoOKEHUA Mo
OopraHu3aummn nNpakTUKK.

1 100

CoaepxaHne npakTU4ecKoW MOArOTOBKM NpW NpOBeAEeHUM NPaKTUKU yCcTaHaBfiMBaeTCs
NCXOAS W3 COAEpXaHust U HanpaBfieHHOCTM ob6pas3oBaTeflbHOM MpPOrpaMmbl, COAEPXKaHUSA
npakTukn, ee uUeneh W 3agad. [lpakTnyeckass noarotoBka nNpW NPoBeAEeHUU MPaKTUKK
HanpaeneHa Ha oOpPMMPOBaHNE YMEHUI N HABbIKOB B COOTBETCTBUM C TPYAOBbIMU AEACTBUAMM
n (Mnun) TpyaoBbIMU PYHKUMSIMU NO Npodunio obpasoBaTenbHOM NporpamMmeil.

MpakTnyeckas nNOAroToBKa MPOBOAMTCSA MyTEM HENOCPeACTBEHHOrO  BbIMOSTHEHUS
obyvarowmmmca onpedeneHHblXx BMAOB paboT, cBA3aHHbIX C Oyayuien npodeccrMoHanbHOm
AEATENbHOCTbLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPEMNNEHMIO U PA3BUTUIO MPAKTUYECKNX
HaBbIKOB M KOMMETEHUMI MO Npodunio COOTBETCTBYHOLLEN 0O6pa3oBaTENbHOM NPOrpaMmmsi.

Ne | Twunbl 3agay | dopmupyemble dopmupyemble
n/n | NpoeccroHansHoM | npodeccroHarnbHble KOMNeTeHUMn | 0bLLenpodeccMoHanbHbIe
AEATENbHOCTY KOMMNEeTEeHUUN creLmannsaumm
1 HayyHo- lMK-2.5 nposodum  meopemuyeckue U
uccnedosamenbckull | MpuknadHoe uccnedosaHue yposHeu
3aUWUUWEHHOCMU KOMIMBbIOMEPHbIX cucmem U
cemedl.

2 lMpoekmHnbIl M1K-3.2 3Haem memoOb! | OFIK-4.1.5 enadeem HaebikaMu NPUMEHEHUs
adMUHUCMPUPOBaHUSI CUCMEM yrpaerieHusl | aHanumu4yeckux U KOMIblomepHbix modenel
cobbimusmMu uHgopmayuoHHol | obbekmos UHhopMamu3auuu npu  co30aHuu
besonacHocmu, cucmem ObHapyxXeHus U | cucmem 3awumsl UHghopmayuu.
npedomespauwjeHust emopsxeHutl,

MOHUMOpUHaa cobbimuli U UHYUOEHMOS;
[1K-3.6 crocobeH y4Jacmeosamb 8
MPOEKMUpPOBaHUU  cucmeMbl  3awums!

UHghopmayuu u nodcucmem
UHGhopMayUOHHOU 6e3onacHocmu
KOMIMbIOMepHOU cucmemsl.
3 KoHmpornbHo- lK-1.4 nposodum oueHKy coomeemcmeusi
aHanumuyeckudl MexaHU3Mos8 6e30M1acHoCmu KOMIboMepHoU

cucmembl mpe6osaHu,qM HOpMamueHbIX
aOKyMeHmOS, a makxe Uux KoppekmHocmu

Cyu,ecmsyrouum puckam.
4 OpeaHusayuoHHo- [1K-3.5 ebinonHsaem nposepKy ycmouvusocmu
yrpaeneHyecKuli npunoxeHud K 8HEWHeMy

HecaHKYUOHUPOo8aHHOMY docmyry, 8 MmoMm
yucrie  nposepka  ycmou4usocmu  8eb-
npunoxeHull K amakaMm,  NpUMEHeHue
cpedcme KOHMporisi 6e3onacHocmu,
ynpasrneHue Kpunmoepacghuyeckumu
cpedcmeamu, @ makxe  opaaHu3ayusi
meponpusmud no obecriedeHuro
KubepbezonacHocmu.

5 OkennyamauyuoHHbIU lK-2.1 npumeHsiem agpcpekmusHbie memoob! | OFlK-4.2.3 enadeem HaeblkamMu pPOB8eOeHUs
u cpedcmea nnaHUpPOBaHUsi U Op2aHU3auuu | aHanusa 3awuweHHocmu, MOHUMOpPUHea,
uccnedosaHul u paspabomku. ayouma u obecrieyeHusi KOHMPOSIbHbIX MPO8EPOK
yHKUUOHUPOBaHUS u 6e3onacHocmu
KOMIMbIOMepHbIX cucmem u cemel;

OllK-4.3.4 enadeem HagblkaMu yrpasneHusi
npoyeccom peanusayuu nonumuku
UHGhopMaUyUOHHOU 6e3onacHocmu
KOMIMbIOMEPHbIX cucmem u cemel, opaaHu3ayuu
u noddep>kaHusi 8bIMOIHEHUSI KOMIIeKca mMep 1o
obecrniedeHuto UHgopmayuoHHoU 6esonacHocmu
8bI4UCIUMEIbHbBIX CUCMEM.




16. MNepeyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «MHTepHeT», HeobxoauMbIX Ans
NPOXOXAEHUA NpaKTUKK (CrIUCOK iumepamypbl 0¢hopMmisiemcsi 8 coomeemcmeuu ¢ mpebogaHusIMU
IOCT u ucnionb3yemcsi obwasi ckeo3Hasi Hymepauus 0r1s1 cex audo8 UCMOYHUKO8)
a) OCHOBHas nuTepaTtypa:
Ne n/n McTouHMK

1 Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanun / M.®. Wknsp. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HosukoB A.M., HoeukoB [1.A. MeTogonorusi Hay4yHoro uccnegosanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.
MenbHukoB B. I1., Knennmenos C. A, lNeTpakos A. M. NHdopmaumnoHHas 6e3onacHOCTb 1 3awuTa
nHpopmaumun. - M.: Akagemus, 2007. — 330 c.
OcHoBbI ynpaBneHus nHpopmaumnoHHon 6e3onacHoCTbIo: [yuebHoe nocobue ons CTyaeHTOB
BY30B, 006y4atoLmMxcsa No HanpaBreHUsM NOArOTOBKM (CNeunansHOCTSIM) YKPYNHEHHOW rpynbl
cneumanbHocTen 090000 - "MHdopm. 6esonacHocTb"] / A.lN. Kypuno [ ap.]. — 2-e naa., nenp. —
Mocksa: Nopsayvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHus
NHdOpMaLMOHHON 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, KO.M. NHdopmaumnoHHas 6e3onacHoOCTb 1 3amTa nHgopmaummn: y4ebHoe nocobune
ans ctyd. obyd. no cneumanbHOcTU «MHpOpMaLUNOHHBIE CUCTEMBI Y TEXHONOMMMY» OHEB. U 3a04.
dopm obydeHus / HO.M. Kpakosckuin. — M.; Poctos H/O: MapT, 2008. — 287 c. : un .—
(Y4ebHbIi Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
Onennuik IM. T. KopnopaTnBHble MHPOPMAaLMOHHbBIE CUCTEMBI: ANs GakanaBpoB M CNELNAnNCTOB:
6. | y4ebHuk onga ctya. By3os, o6y4. no Hanpaen. 080800 "MpwuknagHas nHdopmatmka (no
obnactam)" u gp. akoH. cney. — Cl16.: MNurtep, 2012. — 176 c.
doctep, Dxenmc. 3awmuTa ot B3noma: cokeTol, akcnnownTsl, shell-koa/ [x. ®octep, M. MNpaiic;
nep. c aHrn. A. A. CnuHknHa. — Mocksa: MK [Mpecc, 2008. — 784 c.: un. — (MHdopmaunoHHas

2.

7| GesonacHocTs). — ISBN 5-9706-0019-9: 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3. NpoTmBocTosHNe xakepaM. [NowaroBoe pykoBoACTBO MO KOMMbIOTEPHbLIM aTtakam 1
8 acpcpekTnBHoOM 3awmTte/ 3. Ckyamnc. — Mocksa: MK lMpecc, 2009. — 512 ¢. — (BawmTta un

agMuHucTpupoBaHue). — ISBN 5-94074-170-3: 176-00. —
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll id=1112.

ony6, Bnagumup AnekcanHgposud. 3awmuta oT Bpe4OHOCHOTO NPOrpaMMHOro obecneyeHus:

9. | yyebHoe nocobuve ans By3os / B.A. Nony6; BopoHex. roc. yH-T.— BopoHex: JIOIN By, 2006. —
31 c. — bubnuorp.: ¢.30 .— URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.
XoBapg, Mavikn. 19 cMepTHbIX rpexoB, yrpoxatowmx 6esonacHoctn nporpamm. Kak He gonyctuts
TMNNYHBIX owmnbok/ M. Xosapa, [. Jle6nank, [x. Buera; aBT. npeamcn. A. MopaH. — Mocksa:
10. | AMK Mpecc, 2009. — 287 c. — 3arn. u aBT. opwur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0O.B. Banues. — CI16.: BXB-lNetepbypr, 2006. - 304 c.

12. | MpockypwuH B. I'. 3awmTa nporpamm 1 gaHHbix - M.: Akagemus, 2011. — 198 c.

YnpaBneHve BHegpeHneM MHHOOPMALIMOHHBIX CUCTEM: KypeC nekunn: y4eb. nocobue ans
CTYOEHTOB BY30B, 00y4aloLMXCsi NO cneunanbHOCTsM B 0b6riacty MHgopM. TexHonorui / B.A.

11.

13. pekyn, . H. deHnweHko, H.J1. KopoBknHa. — M.: UHTepHET-YH-T uHdhopM. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 HOpuH W.1O. TeopeTnyeckue n npakTmyeckme OCHOBbI 3alnTbl MHpopmauumn, 2012.

http://library.sgu.ru/uch_lit/620.pdf.

AcTtaHnuH, M.K. 3awmTa nidopmanmu: yuebHoe nocobue gnsa Bysos / N.K. ActaHuH, H.U.

15. | ActaHuH; BopoHex. roc. yH-T, JlncknHckumn counuan. — BopoHex: BopoHex. roc. yH-T, 2006. —
Bbubnuorp. : ¢.169 .— ISBN 5-9273-1080-x.

LWaHbrmH, B. . 3awmnta KomnboTepHON MHopMaunn. SddeKkTnBHLIE METOALI U cpeacTBa/
WaHbruH B. ®. — Mockea: AMK lMpecc, 2010. — 544 c.: un., Tabn.; 24 cm.—
(AgMUHUCTpUpOBaHUWe 1 3awmTa). — JdonyueHo YuyebHo-MeToanyeckum oobegMHeEHEM BY30B
16. | N0 yHMBEPCUTETCKOMY NONIMTEXHUYECKOMY 0Opa30oBaHMIO B kKadecTBe y4ebHoro nocobust ans
CTYOEHTOB BbICLUMX Y4€OHbIX 3aBeAeHWI, oby4atomxcs no Hanpasnenunto 230100
«MHopmaTurKa 1 BbluMCnIUTENbHas TexHukay. — ISBN 978-5-94074-518-1. —
URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1l id=1122.

NwenHos B.A. 3awmTa kKoHduaeHUnanbsHom nHgopmauum: [y4ebHoe nocobue onsi ctyd. By30B,
00y4. no cneumnansHocty 090103 "OpraHmsaumsa n TexHonornst 3awmtbl Hdopmauyun” n 090104

17.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf

«KomnnekcHas 3awuta o6bekToB MHgopmaTusaumm»] / B.A. NwenHos, M.B. MeuaTtyHsaH .— M. :
OOPYM, 2009 .— 254 c. — ISBN 978-5-91134-336-1.

6) gononHuTenbHasa nuTeparypa:

Ne n/n

NcTouHnk

18.

Mypomuesa A. B. VckyccTBo npeseHTaunn. OCHOBHbIE MpaBuria v npakTuieckne
pekomeHgaumn / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

19.

KpyunHuH, B.B. KOMNbOTEPHbBIE TEXHOMOMMU B HAYYHbIX UCCNEOBAHMUAX: y4ebHO-
meToamyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocyaapCTBEHHbIN
YHUBEPCUTET CUCTEM YNPABEHNS U PaaNo3NekTpoHukmn), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

20.

AHppees, .. OcHOBbI Hay4HOM PaboTbl U METOAOMNOrNS AMCCEePTALMOHHOIO nccneaoBaHus /
.. Angpees, B.B. bapsuHeHko, B.C. Bepba. — Mocksa: ®nHaHCbl U ctaTtuctuka, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

21.

Cuctembl n cpeactea nHdopmaTtukm: ExerogHuk / 'n. pea. N.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

22.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHOPMaLNOHHBLIX
TEXHOMNorMaAX n o 3awmre nHdopmaummy // CobpaHue 3akoHogaTensctea Poccuiickom
Pepepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

23.

depnepanbHbii 3akoH oT 27 utona 2006 roga Ne 152-d3 «O nepcoHarnbHbIX AaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®epepaumun, 31 nona 2006 roga Ne 31 (1 4.), cT.
3451,

24,

FOCT P MCO/M3K 27001-2006 MHdbopMaLmoHHas TexHonorms. Metoabl 1 cpeacTtea
obecneyeHus 6esonacHocTn. CuctemMbl MeHeSKMEHTa MHpopMaunoHHon 6e3onacHoOCTU.
TpeboBaHus. (yTBepxaéH 1 BBeaEH B aenicteue MNpukasom PegepansHOro areHTcTBa no
TEXHUYECKOMY perynupoBaHuio n metponoruun ot 27 gekabps 2006 r. Ne 375-cT).

25,

Mpuka3s ®egepanbHON Cnyx0Bbl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTposto Poccum ot 11
despans 2013 roga Ne 17 «O6 ytBepxxaeHun TpeboBaHui 0 3awmTe nHdopmaumm, He
COCTaBnsoLLEen rocygapCTBEHHY0 TanHy, CoaepXallencs B rocyaapCTBEHHbIX
MHGOpMaUMOHHbIX cucteMax» // Poccuiickas raseta, Ne 136, 26.06.2013.

26.

Mpuka3s ®egepanbHON Cnyx0Obl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTporto Poccun ot 18
deBpans 2013 roga Ne 21 «O6 yTBEpPXXOEHMM COCTaBa U COOEPXKaHUS OpPraHM3aUMOHHbIX U
TEXHUYECKNX Mep No obecneveHnto 6e30nacHOCTN NePCoHanbHbIX AaHHbLIX NPy X 06paboTke B
WHPOPMaLIMOHHBIX CUCTEMAaX NepcoHanbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

27.

MeToaunyeckuin gokymeHT. Mepbl 3aLmTbl MHOPMaLMK B rOCyAapCTBEHHbIX MHOPMAaLMOHHBIX
cuctemax (yr8. PCTIK Poccum 11.02.2014).

28.

MoctaHoBneHue MpaButensctea Poccuiickonn Pegepaumm ot 1 Hosi6ps 2012 roga Ne 1119 «O6
yTBepXXaeHun TpeboBaHui K 3awmTe nepcoHanbHbIX JaHHbIX Npy nx obpaboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepcoHanbHbIX AaHHbIX» // CobpaHue 3akoHoaaTenbcTBa
Poccuiickon ®egepauyum, 05.11.2012, Ne 45, cT. 6257.

29.

Meuepsiko B.A., XKenesHsk B.I1., BoHgapb A.O., OcuneHko A.J1., BabkuH A.H. MNepcoHanbHble
AaHHble: opraHm3auuns obpaboTkm n obecneveHms 6e3o0nacHOCTU B opraHax rocyaapCTBEHHON
BNacTu u mecTHoro camoynpasneHus / [Nog pea. B.A. MewepsakoBa. — BopoHex: BopoHexckun
nHctutyT MBI Poccun, 2014. — 186 c.

30.

MocTtaHoBneHne npasutenscTea BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXKAEHUN MOJOXKEHMS O €UHOM PEeEecTpe rocyAapCTBEHHbIX MH(POPMALMOHHBIX CUCTEM
BopoHexckoi obnactu» // CobpaHne 3akoHogaTenbcTBa BopoHexckon obnactn 20.06.2011 Ne
4, cT. 285.

31.

Epmowwkun H.H., Tapacos A.A. CTpaterus nHopmMaLMOHHbIX TEXHOMOMM Npegnpuatus. M.:
M3a-8o MockoBCKOro rymaHutapHoro yHusepcuteta, 2003.

32.

KopHees U.K., CtenaHoB E.A. 3awuTa nHgopmauum B ocbuce. — "agarenocteo MNpocnekt",
2008. — 333 c.

33.

AnekcaHap JopoHuH. BusHec-passegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

34.

TaHneHb6aym 3. KomnbtoTepHble cetn / 3. TaHeHn6aym. — CI16.: Nutep, 2005. — 991 c.

35.

Banbix A.C. OueHka BO3MOXHOCTEN aTaku Ha nHpopmauuoHHyto cuctemy / A.C. Baneix, C.A.
Banbix // KnbepHetuka v Bbicokne TexHonornm XXI Beka: matep. Xl mexgyHapogn. Hay4.-Tex.
KOHd. BopoHex, 11-12 masi 2011 r. — BopoHex : WML BI'Y, 2011. - T.1. — C. 91-96.

36.

Maptbika T.J1. MHdopmaumoHHas 6esonacHoctb M.: POPYM, 2007

37.

MenbHukoB, Bnagnmup MNMaenoeuy. MHopMaumoHHas 6e30nacHOCTb U 3alumMTa MHGOpMauun:
y4yebHoe nocobue ansa cTyd. By3oB, oby4y. no cneumansHocTn 230201 "MIHbopMaLMOHHbIe
cuctembl n TexHonormun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. lNeTtpakos; nog pea. C.A.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

Knenmenoea. — M.: ACADEMIA, 2006. — 330 c.— (Bbicwiee npodeccuoHansHoe
obpasoBaHue. VIHpopmaTturka n BeluncnutensHas TexHuka). — ISBN 5-7695-2592-4,
AHgpuaHoB B.U."LLUnnoHckmne wty4kn" n ycTponcTBa Ans 3alnThl 00bEKTOB N MHGOPMaLMK:
Cnpag. nocobue / B.A.bopoanH, A.B.Cokonos. — C-I10.: JlaHb, 1996.

39 Abanma3soB 3./. MeToabl U UHXEHEPHO — TEXHUYECKME CpeacTBa NPOTUBOAENCTBIS

" | ntHcbopMaumoHHbIM yrpo3am / O.M.Abanmasos. — M.: 'poTtek, 1997.

40 Bacunesckunn N.B. Cnocobbl n cpeactea npefoTBpaLleHms yTeukn nHpopmauum no

" | TexHnyecknm kaHanam / V.B.Bacunesckun. — M.: HIL, "Henk", 1998.

41. | Xopes A.A., Cnocobsl u cpeactea 31 / A.A. Xopes. — MO P®, 1998.

FOCT P UCO/M3BK 15408-2002 «NHGopMaumnoHHasa TexHonornsa. MeTtogbl 1 cpeactea

42 obecneyeHuns 6esonacHocTu. Kputepum oueHkn 6e30nacHOCTM MHAOPMaLMOHHBIX

" | TexHonornny, NPUHAT 1 BBeAeH B Aencteme NoctaHoBneHnem MocctaHgapta Poccum ot 4
anpens 2002 r. Ne 133-cT.

MCO/MBK 31000:2009 «YnpasneHue puckamu. MpuHumnel n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.

MCO/M3BK 31100:2009 «YnpasneHue puckamu. Metoamkm oueHkn puckay, 1ISO Technical
Management Board Working Group, 2009.

FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorus. Metoabl U cpeacTsa
obecneyeHnst MHpopMaLUnoHHO 6esonacHOCTU. MeHeaXXMEHT pucka MHGOPMaLMOHHOM
©esonacHocTu», yTBepXKAEH 1 BBeAeH B genctaume lNMpukaszom PenepanbHOro areHTcTBa no
TEXHUYECKOMY perynupoBanuto n metponorum ot 30 Hosiops 2010 r. Ne 632-cT.

MenbHukoB, Bnagnumup MNMaenosny. MIHdbopMaumoHHas 6e30nacHOCTb U 3alumTa MHdopmaunm:
y4yebHoe nocobue ans cTyq. By3oB, 00y4. no cneynansHocty 230201 "MHdopmaunoHHble
46. | cuctembl n TexHonormn" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. lNMeTtpakos; nog pea. C.A.
Knenmenosa. — M.: ACADEMIA, 2006. — 330 c. : un .— (Beicwwee npoceccuoHansHoe
obpasoBaHue. VIHhopmaTmka n BblumcnutensHasa TexHuka). — ISBN 5-7695-2592-4.
Muporos B.1O. Accembnep n gusaccembnmposanue / B.1O. Muporos. — ClM6.: BXB-INeTepbypr,
2006. - 464 c.

"oHuapos, Urope Bacunbesuy. MIHopmaumoHHasa 6e3onacHocTe. CnoBapb Mo TepMuHonoruu /
48. | N.B. NoH4apos, tO.I. KupcaHos, O.B. Pankos. — BopoHex : BopoHexckas obnacTtHas
Tunorpacus, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

49. | BpycHnunH H.A. OTkpbITOCTb U WinuoHax / H.A.BpycHuuuH. — M.: BoeHusgaT, 1991.

38.

43.

44,

45,

47.

B) MHOPMALIMOHHbIE 3NEKTPOHHO-06pa3oBaTenbHble pecypchbl (0duumanbHble Pecypchbl UHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHas 6ubnuoTteka TexHnyeckoro BY3a» (OBC «KoHCcynbTaHT cTygeHTay)
9BC IOPAUT
OnekTpoHHasa bubnunoTeka y4ebHo-mMeToamM4ecknx maTepuanos BIY. Pexum goctyna: hitp://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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*

BHauane ykasbiBatotcad OBC, ¢ koTopbiMn wumetroTcs goroBopa y BIY, 3atem OTKpbITble 3MNEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.

17. OOGpasoBaTesfibHble TEXHONOrMU, MpPUMEHsieMble MpU NpoBeAeHUUN MNPaKTUKU U
MeToAuYecKme yKkasaHus Ans oby4varoLlmxcs no NPOXoXKAeHUIO NMPaKTUKK

OTtyeT NO npakTuke [JOormkKeH OblTb M3MNOXEH TEXHUMYECKM [PaMOTHbIM S$3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEepMUMHOB U abbpesunatyp ©6e3 opcdhorpacudeckmx wu
rpaMmmaTmyeckmx owmnbok. MNMpencraBneHHbIN OTYET NO NPaKTUKE OLEHMBAETCHA Ha COOTBETCTBME
WHpopmauun, npeacTaBneHHoW B OT4eTe, AaHHbIM M3 MHEOPMAaUMOHHBLIX PecypcoB obLiero
aoctyna cetn IHTepHeT, MmaTepuanos Nekumin, y4ebHON 1 TEXHUYECKON NUTepaTypbl.

CTpyKTypa oT4yeTa no npakTuke

1. OT4eT NO NpaKTUKe AOO0SMKEH BKMAOYaTb TUTYNbHLIA NIUCT, COAEp)KaHue, BBeLeEHMueE,
ONUCaHNe TEeOPEeTUYECKUX W MNPaKTUYECKUX acneKkTOB BbINOMHEHHOW paboTbl, 3aKnYeHue,
CMUCOK NUCMOMNb30BaHHbLIX NCTOYHUKOB, NPUITOXEHUSA.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

2. Ha TtutynbHOM nucte pomkHa ObiTb npeacTaBrneHa Tema MpakTukW, rpynna u
amunua CcTygeHTa, faHHble O npeanpusaTuM, Ha Gase KOTOPOro BbIMOMHSAMACh NpakTuka,
hamnnusa pykoBoamnTens.

3. Bo BBegeHun CTygeHTbl OOSMKHbI AaTb KpaTKoe onucaHue 3ajayu, pellaemMon B
pamMkax npakTUKu.

4. B OCHOBHOW YacTu oT4yeTa CTyAEHTbl NPUBOAAT nogpobHoe onucaHve npoaenaHHoOM
TeopeTn4eckom n (Mnu) npakTnyeckon paboTbl, BKNovasi onmcaHme n 060cHoBaHMe BbIGPaHHbIX
peLleHnn, onmcaHne nporpaMmm u T.4.

5. B 3aknoueHnn gaeTca KpaTkasa XxapakTepucTuka npogenaHHon paboThl, 1 NpUBOAATCA
€€ OCHOBHbIE pe3ynbTaThl.

6. B npunoxeHusix npuBoaATCa HENOCPEACTBEHHbIE pe3ynbTaTtbl pa3paboTku: TEKCThI
nporpamMmm, rpaduku 1 guarpammel, n T.4.

TpebosaHusi K 0hopMIIeHUD omYyema

1. OT4yeT ohopmMnsAeTca B ne4aTtHOM BUAeE, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT oTyeTa BbINOMHAETCHA WpudTOM 14 NyHKTOB, C MHTepBanoMm 1,5
Mexay cTpokamu. TekcT pasbuBaeTcsi Ha ab3aubl, KaXabli U3 KOTOPbIX BKMKOYaeT OTCTyn u
BblpaBHMBaHME MO LUMPUHE.

3. TekcT B NpUNOXeHUAX MOXET ObITb BbINOSIHEH Bonee Menkum WprudToMm.

4. OTt4yeT pas3buBaeTca Ha rnaBsbl, MNYyHKTbl M MNOAMYHKTbI, BKOYalOWMEe OECATUYHYIO
HyMepaLumto.

5. PucyHku 1 Tabnuubl B oTYeTe OOSMKHbI UMETb OTAESTbHY HYMepauuio U Ha3BaHus.

6. Becb oTtyeTr pomkeH ObiITb OGOpPMIIEH B €AMHOM CTune: Be3ge B OTvyeTe Aans
3arofiloBKOB  OAHOMO YPOBHSA, OCHOBHOrO TeKkcTa M MNoAnMcen [OOSMKeH WCMonb30BaThCs
OAMHAKOBbIN LLIPUPT.

7.CTpaHuubl OTYyeTa HyMepylTCHd, HadMHas € TUTynbHOro nucrta. Homepa cTtpaHuy
NPOCTaBMATCA B NPAaBOM BEPXHEM YrIy OS5l BCEro oT4YeTa KpOME TUTYIIbHOMO NucTa.

8. CopepxaHne oTyeTa AOIMKHO BKIOYATb NEpeYeHb BCEX MMaB, MYHKTOB M NOAMYHKTOB,
C yKazaHMeM HoMepa CTpaHuLbl ANa KaXK4oro anemMeHTa cogepXaHus.

9. CcbinikMm Ha nuTepaTtypy M ApyrMe UCNoNnb30BaHHbIE MCTOYHWKM OOPMNSTCA B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEUNCNAIOTCS B CINCKE NCMONb30BaHHbIX MCTOYHUKOB.
10. O6bem oT4eTa NoO NPaKTUKE AOIMKEH ObITb HE MeHee 20 cTpaHuu,.

18. MaTtepnanbHO-TeXHU4YECKOoe obecrneyeHne NPaKkTUKu.

2. BopoHex, yn. YHusepcumemckas nnow,ads, 0.1, anasHbil y4ebHbIU Kopryc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHas
namate 86, SSD 250I6. MynbTumeguanpoektop Epson. Ayauo konoHku EV (2 wrT.).
MukpooH. OkpaH ans npoektopa. MapkepHble naHenu Askell (2 wr.).

394018, 2. BopoHex, CpedHe-Mockoeckasi yn., 0. 6 a, nomew. V, OO0 "TexHomapkem"

B cootBetctBuM ¢ pgoroBopom Ne1124 ot 18.06.2019 o0 npakTMyeckom noaroToBke
obyuaroLmxcs.

394018, 2. BopoHex, nnowads JleHuHa, 1, [Mpasumenscmeo BopoHexckou obnacmu
B cootBetctBMM C poroBopom Ne1162 ot 19.06.2019 o npakTuyeckon nNOAroToBKe
obyyatomxcs.

394006, 2. BopoHex nn. JleHuHa, 0.11, YnpaseneHue 3anucu aKkmos 2paxx0aHCKo020 COCMOsIHUS

Boponexckot obnacmu (ynpasneHue 3AI C BopoHexckol obnacmu)

B cootBetctBUM c poroBopom Ne1412 ot 05.07.2019 o0 npakTu4yeckom mnoaroToBke
obyyatoLmxcs.

394006, e. BopoHex yn. Bopowunoea, 14, [denapmameHm _couyuasibHOU 3auumsi

BopoHexckol obnacmu (JC3 BO)

B cooTtBetctBUM c poroBopoMm Ne1413 ot 05.07.2019 o npakTuyeckoM NOArOTOBKE
obyyatomxcs.

394006 e. BopoHex, yn. KpacHoapmetckas 0. 520, [enapmameHm 30pasooxXpaHeHUs

BopoHexxckolu obnacmu




B cootBetctBuM c poroBopom Ne1414 ot 05.07.2019 o npakTudeckon noOAroToBKe
obyyatomxcs.

394036, 2. BopoHex, ynuua K.Mapkca, 70, [JenapmameHm ¢puHaHco8 BopoHexckou obnacmu
B cootBetctBun ¢ porosopom Ne1431 ot 19.07.2019 o npakTuyeckon nNOAroToBKe
obyyvaroLmnxcs.

394036, 2. BopoHex, OO0 "®unocopusa.UT"

B cootBetrctBUM c poroBopoMm Ned427 ot 20.05.2019 o npakTtuyeckon MOAroToBKe
obyvatoLmxcs.

394036, 2. BopoHex, OO0 "P.T PeweHue"

B cootesetctBuM ¢ porosopom Ne 684 ot 07.05.2019 o npaktnyeckom MoLrOTOBKE
oByyvaroLmnxcs.

394006, BopoHex, yn. KpacHoapmetickas, 0.52[1, BL| «laneoH», 3 amax, oguc 209, OO0

"OuTu KoHcanmuHa"

B cootesetctBuM c pgorosopoMm Ne685 ot 07.05.2019 o npaktnyeckoM MOAroTOBKe
oby4aroLmxca.

2. BopoHex, yn. YHugepcumemckas nnouwais, 0.1, y4ebHbiu kopryc 16, ayd.407
KomnbloTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepatmeHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; moHuTtop DELL S2419HN. KomnbioTep B coctaBe (1 wrt.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatmBHas namsatb 96 6, SSD 176, HDD 4T6,
Bugeokapta NVIDIA GeForce RTX 2080 Ti (2 wrt.); moHuTop DELL S2419HN. WNcTtoyHuk
6ecnepebonHoro nutaHua APC Back-UPS BV1000I-GR, line-interactive, mowHocTb:1000BA,
600BT (16 wr.). NctouHuk 6ecnepebonHoro nutannsa Legrand KEOR LINE RT 1500BA (1
wt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
WHTtepaktneHaa pgocka SMART SBM685 (87 grwonmos, O SMART SLS) ¢ naccuBHbIM
notkom. Mpoektop Vivitek DH758UST (ynbTpakopoTtkodokycHbi, DLP, Full HD 1080p (1920
x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. Boponrex, yn. YHugsepcumemckas rsiowaos, 0.1, anasHbll y4ebHbit kopryc, ayd.214
KomnbloTep B coctaBe: cuctemHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepatmBHas
namsate 86, HDD 500I6; monutop: LG FLATRON. Mynbtumeguanpoektop BenQ. OkpaH
HacTeHHbI Ana npoektopa. Ayamo konoHkn Creative A60. KommyTtaTtop.

r. BopoHex, yn. YHuBepcuteTckas nnowanb, 4.1, rnasHbli y4ebHbIN Kopnyc, aya.216
KomnbtoTtep B coctaBe (14 wr.): npoueccop Intel Core i3, onepatuBHasa namate 86, HDD
5006, empeokapta NVIDIA GeForce; moHuTtop: Acer. KomnbioTep B coctaBe (1 wWr.):
npoueccop Intel(R) Core(TM) i5, onepatnBHasa namats 86, HDD 500I'6; moHuTOop: Acer.
OKpaH HacTeHHbIn ana  npoektopa. MynbTumegmanpoektop BenQ.  UcTo4HuMK
6ecnepeboriHoro nutaHmna Back-UPS 650. KommyTaTtop Cisco Catalyst 3750 Series.

2. Boponrex, yn. YHugsepcumemckas ninowaos, 0.1, anaeHbll y4ebHbit kopryc, ayd.124
KomnbioTtep B coctaBe: cucTeMmHbln 6riok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnsHas namsatb 326, HDD 176, SSD 25616, sBuaeokapta NVIDIA GeForce
GTX 1050; monuTtop: Dell S2419H. NHTepakTnBHas gocka SMART SBM685 (87 gronmos).
Mynbtumeguanpoektop Vivitek ynbTpakopoTKOGOKyCHbIN. WCTOYHMK ©ecnepebonHoro
nutaHua Legrand Keor SPX 1000 BA IEC C13 (16 wT.). icTouHuk 6ecnepebonHoro nutaHus
Legrand Keor Line RT 1000 BA (1 wrt.). KommytaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas rnnouwas, 0.1, y4ebHbil kopryc 1, ayd.2/25
YuebHbiti cmeHd "[lpoepammHbie cpedcmea kpunmoepaguu”, SCRYPTO B cocTaBe: kapkac
MOHOGMOKa (1 WT.); UHTENPUPOBAHHbIN BbIMUCINTENBHBIN y3en 3 WT.) B COCTaBe: Npoueccop
Intel: gBa sgpa c TaktoBon u4actotom 2700 Mlu, O3Y: o6bémM 4 6 TMn DDR-3,
TBEPAOTENbHbIN Hakonutenb SSD obvemom 60 6, 6Gnok nuTaHma mowHocteio 300 BT, 2
ceteBblx WHTepdenca GigabitEthernet; nepekniovatens KBM-tmna D-Link (1 wr.);
Heynpasnsembln kommyTaTop D-Link (1 wWwTt.); MoAynb nuTaHWA, KOHTPOMNS W UHTerpaummu
cteHga B obuwyto nabopatopuio (1 wrt.); MoHuTop Philips(1 wWT.); KOMMMAEKT KOHCOMNM
paboyero mecta obyvaemoro (1 wr.) B coctase: knasmatypa OkKlick, mbiwb Oklick; komnnekT




yyebHo-meTogmyecknx nocobun (1 K-T.); cTaTUCTMYECKOoe nporpaMmHoe obecneveHve
ynpaeneHus wmoaynem nutaHma (1  wrt.); dnaw-guck BocctaHoBneHna OC Ha
uHTerpupoBaHHbix [K (3 wTt.) ¢ onepaumoHHon cuctemon ArchlLinux; dnaw-anck
MYNbTUMEANNHOIO MeToauyeckoro nocobusa (1 wWwrT.); rpynna KOMMYTAUUOHHbLIX MOPTOB (2
LT.).

Tunosou komriekm y4yebHoeo obopydosaHusi "Cemesas b6esonacHocmb”, SECURITY B
cocTaBe: ynpasnseMbli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wrt.); ynpasnsembin
KommyTatop BTOporo ypoBHA D-Link (1 wT.); annapaTHO-NPOrpaMMHbIA  SMYNATOP
ycTpoucTBa nokanbHon cetn (1 wr.); Heynpasnsgembln kommyTtatop D-Link (2 wrT.);
MapwpyTtunsatop 6ecnposogHon D-Link (2 wrT.); 6paHamayap D-Link (2 wT.); moaynb
NUTaHUA, KOHTPONSA N MHTEerpauun cteHga B obuyto nabopatopuio (1 WT.); KOMMYTaLMOHHAs
naHens (1 wWT.); BblMMCNUTENDBHBLIA y3en (4 wWT.) B coctaee: npoueccop Intel: aga sgpa c
TakToBon yactotonm 2700 Mly, O3Y: o6beém 4 6 TMn DDR-3, TBepaoTeNbHbIA HAaKoNUTENb
SSD obvemom 60 6, 6nok nutaHma mowHocTtbto 300 BT, 2 ceTeBbiXx MHTepdelica
GigabitEthernet, 1 6ecnpoBogHoin ceTeBon MHTEpenc; MoHobNokK (1 WT.); cTaTUCcTUYEeCckoe
nporpammHoe obecredyeHve ynpasrneHuss ModyrneM NUTaHus, KOHTpona u mHterpaumm (1
LIT.); NporpammMHas cuctema BocctaHonenns U-Profi (R) (4 dnaw-ancka o6bemom 8 0) (1
wt.); yanuumtens USB (4 wrT.); kabenb VGA (2 wr.); naty-kopg (10 wrt.); meToanyeckoe
nocobue (2 k-Ta.).

YyebHo-rpakmuyeckul cmeHO «CucmeMbl KOHMposs U yrpasneHus docmyrnom», P3U-
CKY[l B coctase: mogenb cTeHbl (1 WwT.); HOyTOYK Lenovo (1 wT.): 3kpaH ¢ guaroHansto 15.6"
(paspeweHne 1366x768), O3Y obbemom 2048 M6, Hakonutens obbemom 120 [0,
npoueccop Intel gBa agpa ¢ TaktoBon yactoton 1,4 [T, BebG-kamepa; ckaHep JIMHENHbIX U
ABYMEpPHbIX WTpUX-koaoB (1 wrT.); cBeToanon (1 WrT.); anekTpomexaHn4yecknin samok (1 wr.);
ceteBon koHTponrep CKYO (2 wT.); MynbTUMEOWWHbIA TepMuHarm MHOrogakTopHoOn
noeHTugmKaumm, B TOM ymcne pacrnosHasaHue nuy (1 WT.); HacTONbHOE YCTPOMCTBO YTEHUSA
N 3anucm cmapT-KapT (1 WT.); KOHTaKTHasa cmapT-KapTa ¢ 06bEMOM namsTn 256 6anT (5 wrT.);
USB kntov tun e-token (1 wr.); komnnekt MO n koHBepTop (1 WT.); Nnporpammartop KapT
Mifare HactonbHbii (1 WT.); cunTbiBaTeNb OECKOHTaKTHbIX KapT Em-Marine (1 wrt.);
cuuTbiBaTENb H6eckoHTakTHbIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrT.); cmapT-
kapTta Tun Em-Marine (5 wrt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop Kntodemn
Touch-Memory (1 wTt.); Mmoaynb cornacoBaHna uHTepdencos (1 WT.); 3NEeKTPOMarHUTHbIN
3amMok (1 wrt.); cumuTtbiBaTens knoyen TouchMemory (1 wWwT.); ceTeBoM KOHTpoOnnep
TouchMemory (1 wT.); 6ok NuTaHmna (1 wWT.); NporpaMmma pacno3HaBaHNA aBTOMOOUIbHbIX
HomepoB (1 wrT.); makeT Homepa TC PO (5 wrt.); ceteBoe pene (1 wT.); IP-kamepa (1 wrt.);
KommyTatop Heynpasnsembin D-Link (1 wWwT.); MOAynb NUTaHUSA, KOHTPOMS M UHTerpauum
Komnnekta B o6yt nabopatoputo (1 wWwT.); cTaTMCTMYECKOE nporpaMmHoe obecneveHue
yrnpaBneHns Moaynem MuTaHus, KOHTPONSA M nHTerpaumm (1 WT.); nporpaMMHbIA 3MynaTop
dumsmyecknx obbekToB goctyna (1 wr.); metogmyeckoe nocobue (2 wrt.).
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lNpomexyToyHasa aTTecTaums

dopma KOHTPONs — 3a4eT C OLIEHKOM

WHaveuayansHoe 3agaHve




19. OueHo4Hble cpeacTBa ANA NPOoBeAeHUA TeKyLLen 1 NPOMEXYTOYHOM aTTecTauum
oby4aroLwmxcs No npakTmke

20. TunoBble OLIEHOYHbIe cpeaAcTBa M MeToAM4YeCKMe MaTepuanbl, onpegensiowme
npoueaypbl OLleHUBaHUA

20.1 TeKyLuMin KOHTPOIb yCNeBaeMoCTH
KoHTponb ycneBaemocTv Mo AUCUUMNIIMHE OCYLLECTBNAETCH C MOMOLLBIO CReayroLWmnX OLEHOYHbIX
cpeacTs:
[poekm

lMepeyeHb NPOEKTOB

1. W3y4yeHue OpraHn3aLMOHHOro CTpOEeHus 6a30BbIX npeanpuaTUn, HasHa4eHus
OTAEeNbHbIX NogpasaeneHnn n cnyxo, a Takke nx B3anMoaencTeus.

2. WN3yyeHne wucnonb3lyemblx B CTPYKType npeanpuatvsa  meToaoB 00paboTkM  MCXOAHbIX
MaTepuanoB W COOTBETCTBYIOLMX CPeAcTB, a Tawke obopyaoBaHus, npedHasHadeHHOro And 3aTux
Lenemn.

3. [puobpeTeHne npakTUYecKnx HaBblkOB MO pas3paboTke W/unu noaroToBKE KOHCTPYKTOPCKO-
TEXHOSOrMYEeCcKOM [OOKyMEHTauuMmM Ons NpoM3BOACTBa annapaTypbl 3awuTbl MHPOPMAaUUK C y4eToM
TPagULUMOHHBIX Ans 6a30BOro npeanpuaTvs UCXOAHbIX MaTepuanoB, 0OOpyaoOBaHUA M METOAOB
00paboTku.

4. W3syyeHne npuHUMNOB paboTbl M NpuoBpeTeHne HaBbIKOB MPaKTUYECKOro MCMNOMb30BaHUA
obopynoBaHus ans aBTOMaTU3MPOBAHHON noAroTOBKM KOHCTPYKTOPCKO-TEXHOSTOMMYECKON
OOKyMeHTaumn npu NoAroToBKe Npon3BOACTBA K CEPUNHOMY BbINYCKY N3OESNNA.

5. OsHakomneHne C MeTogamMum M COOTBETCTBYHWOLMM oOopyooBaHMEM AN NPOU3BOACTBA U
KOHTpOns  rogHocTn  annapaTypbl. [MpuobpeTeHne  NpakTUYeckux  HaBblkoB  paboTbl  C
obopynoBaHMeM  Onsi KOHTPONA M Jflokanu3auum  TexHonorndyeckux  aedbektoB  nocne
aBTOMaTM3MPOBaHHON cOOPKM MoAynen CpeacTB 3amThl UHOPMaLMN.

6. WN3yyeHne MeTOO4OB TEXHMKO-3KOHOMMYECKOrOo OBOCHOBAHMS M TEXHOMOrMYEeCcKoW NoAroTOBKM
Npov3BOACTBA MPU BbINyCKE HOBbIX U3OENNNA.

7. WI3dydeHne CTpPyKTypbl, cOCTaBa nporpaMmmMmHo-annapaTHbIX CPeacTB 3alumTbl MHopmaumm n
NH(POPMALIMOHHbBIX CUCTEM.

8. WNayyeHne wn npakTnyeckoe nNpPUMEHEHWE HOBbIX WH(OPMAUMOHHBLIX TEXHOMOorMn Ans
pelweHns pasHooOpasHbIX MNpUKNagHbIX 3agad M pa3paboTku cneumanmnanpoBaHHbIX KOMIMIIEKCOB
3aLWmThl HOpMaLUUN.

9. TllaTeHTHO-MH(OPMALUMOHHOE WCCredoBaHME MO BbIOOPY BapUAHTOB BO3MOXHLIX pPeLleHUi
no TemMe M WX OLUEHKe, COMOCTaBfeHWe C TEeXHUYECKMM YPOBHEM COBPEMEHHbIX OTEYECTBEHHbLIX U
3apybekHbIX aHanoros.

10. PaspaboTka u ocdopmrneHne pabounx YepTexen n Apyron TEXHUYECKON U IKCMnyaTauuoHHON
AOKYMEHTaLMM Ha CNPOEKTUPOBAHHOE U34enve unm nporpaMmMHbie cpeacTsa.

11. PaspaboTka M npuUMeHeHWe MalWHHbIX METOLOB MPOEKTUPOBaHUA u3denuin, paspaboTku
yepTexen n TEXHONOrMYECKUX NPOLLECCOB.

12. AHanua TexHONOrM4yeckoro npouecca kak obbekrta ynpasreHus, Mogenu obbekTa M 3aKOHbI
ynpaBneHus.

13. TexHn4yeckoe NpoeKkTupoBaHNe CPEaCTB 3aLMThbl NHpOPMALMN.

14. PaspaboTka oTaenbHbIX NOACMCTEM 3aLUNTbI MHpOpMaLUK.

15. PaspaboTtka paboyen JOKyMeHTauuw.

16. OnpepeneHne addekTMBHOCTU paspaboTaHHbIX MEeTOOOB U KayeCTBa COCTABIEHHbIX
nporpamMmm.

TpeboBaHUA K BbINONMHEHWNIO 3a4aHNI

lMpoBecTn aHanu3 MNOCTaBMEHHON 3agadM C TOYKM 3peHns obecneyeHnss HaxoXaeHus
3h(PEKTMBHOIO peLleHns onMpasiCb Ha CyLLEeCTBYIOLLYI0 UHPACTPYKTYpPY opraHusaumm (paccMoTpeTb
TeopeTMYeCcKme acnekTbl, Ha OCHOBaHWN aHanu3a NoCTPOMTbL MOAENb PELUEeHUs U T.4.).

20.2 NMpomexyToyHasa aTrecTaums



MpomexyToyHas aTTecTaums No AUCUUNNMHE OCYLLECTBMASIETCS C MOMOLLbIO Cleayowmx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

[lepeyeHb uHOUBUAyarsibHbIX 3adaHul
PaspaboTatbe nporpammMHoe nNpunoxeHue, peanuayroLlee:

1. LU-pasnoxeHue maTpuupbl.

2. MerTtopg Naycca pelueHns cuctemM NUHENHbIX ypaBHEHNUN.

3. MeToa nporoHku.

4. T[locTpoeHue  WHTEpPnosiAUMOHHOIO  MHOroudfneHa  MeToAOM  HeomnpeaenéHHbIX
KO3(PPMLNEHTOB.

MHTepnonaumMoHHbIM MHOroYneH JlarpaHxa.
WHTepnonaumMoHHbIA MHOrouneH HetoToHa.

MeTon HanmMeHbLINX KBAOPaTOB.

MpubnuxeHne yHKUNN KyBU4YEeCcKMMK cnranHamu.

MeTopg npocTbix ntepaunn. Metoa HetoToHa. MeTo CekyLmx.

10 ABHbIM MeToq Onnepa. HeaBHbIM MeToa dunepa.

11. MeTtoabl PyHre — KyTTa.

12. Metoabl  NPUBAMXKEHHOIO  pelleHuUss  KpaeBblX 3afjady Aand  OObIKHOBEHHbIX
AnddpepeHumarnbHbIX YpaBHEHUI BTOPOro nopsaakKa.

13. MNpocTenwmne gaBHassi U HesiBHasi pPasHOCTHble CXeMbl B criydae 3agayu Kowwu ans
ypaBHEHNA TENNONPOBOLHOCTH.

14. Pa3HOCTHasi cxeMa «KpeCT» B Clyyae HauvalbHO-KpaeBOW 3ajayu Ans BOJSIHOBOro
YpaBHEHUSA.

15. PasHocTHasa cxema «KpecT» B crnyvae 3agayv Oupuxne ona ypasHeHus [NyaccoHa.

16. OuckpeTHoe npeobpasoBaHne Pypbe. boicTpoe npeobpasoBaHne dypbe.

17. Hantn makcumanbHoe no Moaynto COBCTBEHHOE 3HayYeHue CTeneHHbIM MeToAOM Anst
3agaHHOM MaTpuLbl.

18. C nomouwbto LU-pasnoxeHnss HamnTu cobCTBEHHbIE 3HAYeHUs1 N COBCTBEHHbLIE BEKTOpa
Ans 3ajaHHON MaTpuubl.

19. MeTtogomMm Xarneukoro pewnTb CUCTEMY JIMHEWHbIX anrebpanyeckux ypaBHEHUA C
NEHTOYHOM MaTpULLEN.

20. BblY4MCnNUTb UHTEPNOMSLUNOHHOE 3HAYEeHNEe (PYHKLMU U OLLEHUTb TOYHOCTb MOMYyYEHHOrO
3Ha4YeHUs C CNosib30BaHMEM MNOSIMHOMOB JlarpaH)xa BTOPOW U TPETbLEN CTEMNEHMW.

21. NHTepnonupoBaTb (YHKUMM C MNOMOLLbD MHOroudsieHa JlarpaHxa cTteneHM m Ha
HepaBHOMEPHOW CeTKe Y3I0B.

22. Pewntb HenvHenHoe auddepeHuManbHoOe ypaBHEHMe MeToAOM Xoph (MeTogom
NMHENHOW MHTEPNONALUN)

23. Pewuntb  cuctemy  HenuHenHbIX  gudppepeHumnanbHblX — ypaBHEHUUM  METOLOM
NOJSIOBUHHOIO AeNeHus.

24. Pewntb siBHbIM MeTogoM OJnnepa 3agady Kowum ana cucteMbl OBbIKHOBEHHbIX
AndpdepeHumanbHbIX YypaBHEHU C 3a4aHHOW TOYHOCTbIO, UCNONb3ys ANd Bbibopa wwara ceTku
npasuno PyHre.

25. CpaBHuTb MeTog PyHre-KyTThl 1 MmeTO4 Agamca 3agaHHoro nopsigka TOYHOCTM.

©ooNOO

lMpoBecTM aHanu3 nOCTaBNEHHOW 3adayn C TOYKM 3peHus obecneyeHus MakcuManbHO
apeKkTMBHON  3almTbl  UHGOPMaUUM B MHGPACTPYKTYpe oOpraHusaumm (paccMoTpeTb
TeopeTu4eckne acnekTbl, Ha OCHOBaHMM aHanm3a NocTpouTb MoAenb 6Ge3onacHoCTK).

1. Yrposa oTkasa cnyxb6 (yrposa otkasa B goctyne). OCOBeHHOCTM 1 NpUMepbl peanusauunm
yrpossbil.

2. Yrpo3a packpbiTus napameTpoB cuctembl. OCOBeHHOCTM U npumepbl peanuaauuu
yrpossbil.



3. OCHOBHble TuMbl NONUTUKM ©e3onacHOCTM AOCTyna K AaHHbIM. [UCKPEeLWOHHble W
MaHAaTHble NONIUTUKN.

4. TpeboBaHua K cuctemam  Kpuntorpadpmyeckon  3awmTtbl:  Kpuntorpaduyeckue
TpeboBaHunda, TpeboBaHua HagexHocTn, TpeboBaHma no 3awmte ot HCL, TpeboBaHus K
cpencteam paspaboTku.

5. AAMUHUCTPATUBHBIA YPOBEHb 3alunTbl MHGOPMauUMU. 3afayun pasfnyHbIX YPOBHEN
yrnpaBneHus B peleHnn 3agadm obecneveHms nHpopmaunoHHon 6e3onacHoCTu.

6. MNMpouenypHbIn ypoBeHb obecneyeHus H6esonacHocTu. ABTOpu3aums Nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

7. \peHTndukauma wn  ayteHTUduKaumMs npu Bxode B WMHAPOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CXeM. HegocTaTkn NaposbHbIX CXEM.

8. NoeHTudmkauna wn ayteHTUdukauma nonb3osatenen. [lpymeHeHne nporpammHo-
annapaTtHbIX CPeacTB ayTeHTUMUKaumm (CMapT-KapTbl, TOKEHBbI).

9. bnomeTtpuyeckme cpencrtsa naeHTUUKaLmMm n ayteHTumKaumm nonb3oBaTtesien.

10. AyTeHTucumkaums cybbeKkToB B pacnpedeneHHblix cuctemax, npobnemMsl n peLleHms.

11. AyauTt B MH(OPMAUUNOHHbBIX cucTemax. PyHKUMM U Ha3HaveHuWe ayauTa, ero posib B
obecnevyeHnn nHpopmaLmMoHHON 6e30nacHOCTH.

12. Bupycbl u meTtoabl 60pbbbl C HUMWU. AHTUBUPYCHbIE NPOrPaMMbl U NAKETbI.

13. MporpammHo-annapaTHble  3awuTbl  UMH(OPMAUUNOHHBIX pecypcoB B VHTepHerT.
MexceTeBble 3KpaHbl, UX (PYHKLUNN U HA3HAYEHWUA.

14. Kputepun oueHkn ©0e30rnacHOCTU KOMMbITEPHbIX cucteM. CTpykTypa TpeboBaHui
6esonacHocTu. Knacchl 3almLLeHHOCTH.

15. EanHble Kputepun 6e30MacHOCTU MHPOPMALMOHHBIX TexHosormn. MNMoHatne npoduns
3awuTbl. CTpyKTYpa npoduns 3allmThbl.

16. EgnHble kputepun 6e3onacHOCTU UHAPOPMALMOHHBLIX TexHosorMn. [poekT 3awuThbl.
TpeboBaHus 6e3onacHocTh (PyHKUMOHamNbHbIE TpeboBaHMA N TpeboBaHUA ageKBaTHOCTHN).

17. MNMoHAaTne anekTpoHHoM umdposon nognucu. pouenypbl popmMupoBaHus LNGPOBOMN
noanmcu.

18. MeToabl HeCMMMETpPUYHOro wudpoBaHusa. Wcnonb3oBaHne HECUMMETPUYHOro
wnpoaHua ons obecneyeHns LEeNOCTHOCTU AaHHbIX.

19. CpenctBa obecneyeHuss uHpopMaumoHHonm 6GesonacHoctn B OC  Windows.
PasrpaHnyeHune goctyna k gaHHbIM. [[pynnoBasi nonuTumka.

20. NpumeHeHne dannoson cuctembl NTFS gna obecneyeHuss WHPOPMALMOHHON
6esonacHoctn B Windows.

21. Cnuckn koHTpons pgoctyna Kk gaHHbim (ACL) mx ponb B pasrpaHudeHun poctyna kK
AaHHbIM.

[MpomexyTovHas aTTectaums no NpakTuke BKIOYaeT NoAroToBKY M 3almuTy oT4eTa.

OT4eT cogepxuT crnegywwme cocrtasnswowme: obpaboTaHHbIM U CUCTEMATU3MPOBAHHbBIN
Martepuan rno TemaTuKe MPaKTUKK; IKCMEepUMEHTalrbHYl0 4acTb, BKIOYAOLWYH OCHOBHbIE
MeToAbl NPOBEAEHUA UccnegoBaHns N cTaTucTMyeckon obpaboTkn, obcyaeHne nonyvYeHHbIX
pes3ynbTaToB; 3aKmntovyeHne, BbIBOAbI U CIMCOK NUTEpPaTypPHbIX MCTOYHUKOB. OTYyeT 06a3aTenbHO
nognucbiBaeTcs (3aBepsieTcs) pykoBoauTenem npakTukn. PesynbTaTbl NPOXOXAEHUS NPaKTUKK
AokrnagbiBaloTcs obyyalolwmmMmcsa B BUAe YCTHOMO COOBLEeHUs ¢ AeMOHCTpaumen npeseHtaumm
Ha 3acefaHumn kadeapbl (3aKOYMTENBHOM KOHGEPEHLNN).

Mo pesynbTatam poknaga C YYeTOM XapakTePUCTUKM PYKOBOAUTENA W KayecTsa
npeacTaBeHHbIX OTYETHbIX MatepuanoB oby4varolleMycsi BbICTaBMsSeTCs COOTBETCTBYHOLLAS
oueHka (ouddepeHUMpPOBaHHbIA 3a4eT MO MUTOram MpPaKTUKU BbiCTaBnseTcs obydyarowmmcs
pyKoBOAUTENEM MNPAKTUKN HA OCHOBAHWM AOKMNada M OTYETHbIX MaTepuanos, NpeacTaBneHHbIX
oby4varonmcs).

OueHka nNo npakTuke BbICTaBMSAETCA PYKOBOOMTENEM MPAKTUKU OT Kadeapbl HA OCHOBE
cogepxaHuna oTyeTa CTydeHTa, OT3blBa PYKOBOAUTENS OT MNpeanpuaTud, BbICTYNIIEHUS C
npeseHTaumen u OTBETOB Ha BOMPOCHI MO UTOraM MpakTUKK.



OTyeT NO nNpakTUKe [OOMKEH OblTb W3MOXEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM PEeKOMEHAOBAHHbIX TepMMHOB W abbpeBuaTtyp ©6e3 opdorpadumyecknx u
rpammartmyeckux owmnbok. lNpu 3awuTe oTyeTa NO MNpakTUKE OLEHUBAETCA COOTBETCTBUE
MHdoOpMauuK, NpeacTaBneHHoONn B OoT4yeTe, AaHHbIM M3 MHEOPMALMOHHBLIX pPecypcoB obLiero
pocTyna cetu IHTepHeT, maTepmanoB nekunn, y4ebHom 1 TEXHUYECKON nuTepaTypbl.

KoHeuYHbIMM pe3ynbTataMmy OCBOEHUSA MPOrpamMmbl MPaKTUKN ABNAOTCA CHOPMUPOBaAHHLIE
KOTHUTUBHbIE [OECKPUNTOPbI «3HaTb», «YMETb», «BNageTb», PacnuUCaHHble MO OTAENbHbIM
komneteHumsam. OHM npeacTtasneHbl B Tabnuue. dopmupoBaHMe 3TUX OECKPUNTOPOB
npoucxogut B TEYEeHMEe BCEro nepuvoga NpPOXOXOEHUs NPaKTUKA, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HAa MeCTe MPOXOXAEHUS MNPaKTUKM MPU BbINOSIHEHUM Pa3fUYHbIX
B1AoB paboT nog pykoBOACTBOM PYKOBOAMTENS NPaKTUKM OT Kadheapbl.

[ns oueHkn aeckpmntopoB koMneTeHuun ncnonbayetcsa 100 6annbHaga Wkana oueHoK.

[na onpepeneHns oakTUYECKMX OLEHOK KaXK[aoro nokasaTesis BbICTaBMsTCA cregyowme
B6annbl.

Ona peckpunTopoB Kateropumn «3HaTby:

- pes3ynbTaT, coAepXXallMn TMONHbIA NpaBUSbHbIA OTBET, MOSIHOCTbIO COOTBETCTBYET
TpeboBaHuAM Kputepusi (OTBET MOJSIHbIA N MPaBUIbHBbIA Ha OCHOBaHWM M3YYEHHbIX TEOPWNA;
Martepuarn M3fnoXeH B ONpeaeneHHOM fOorM4yeckon nocnefoBaTeNbHOCTU, HAYYHbIM SA3bIKOM;
oTBeT camocTtoaTernbHbI — 85-100% oT MakcumansHoro konudecteo 6annos (100 6annos).

CoOTBETCTBYET OLIEHKE - «OTIIUYHOY;

- pesynbTaT, COAepXallMi HEMONHbIN MNpaBUIbHbIN OTBET WNW OTBET, coAepXalumi
He3Ha4YUTENbHbIE HETOYHOCTU (OTBET [OCTATOYHO MOSHbIA M MNPaBWUSIbHBIN HA OCHOBAHWUK
N3yYeHHbIX MaTtepuarnos, mMarepwvan N3NOXeH B onpegeneHHomn norn4yeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLWEHbl ABE-TPU HECYLLECTBEHHbIE OWKNOKKM), 75-84% oT
MakcumarnbHOro konuyectsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, cogepXawunh HenosiHbl MpaBUSibHbIA OTBET WKW OTBET, COLepKalLmi
3HauyuTemnbHblE HETOYHOCTU (MpW OTBETE AONylLleHa CywecTBeHHasa owwnbka, unm B OTBETE
cogepxutca 30 - 60% HeobOXoouMbIX CBeOeHUA, OTBET HecBA3HbIN) — 60-74 % oT
MakcumarnbHOro konuyectsa 6annos; COOTBETCTBYET OLEHKE - «yAOBETBOPUTENTLHOY;

- pes3ynbTaT, CoaepXKalluin HENOSHbIA NpaBWUMbHbLIN OTBET (CTENeHb MOMHOTbI OTBETa —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CYyLIECTBY 3aJaHUs) unm oTCyTCTBME OTBETA,
T.e. OTBET, He COOTBETCTBYWOLUMA MOMNHOCTbI TpeboBaHuam kputepuss, — 0 % oOT
MakcumarnbHOro konuyectea 6annos. CoOOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTESTBHOY.

Ona peckpunTopoB KaTeropumn «Ymetb» u «Bnagertb»:

- BbIMOMHEHbI BCe TpebOBaHMA K BbIMOMHEHWUIO, HANUCAHWIO U 3almuTe oTvyeTa. YMeHue
(HaBbIK) cdhopmmnpoBaHo NosTHOCTLIO — 85-100% OT MakcMmanbHOro konuyecTea 6annos.

CoOTBETCTBYET OLEHKE - KOTNIUYHOY;

- BbIMOSIHEHbI OCHOBHblE TPeboBaHWA K BbINOSIHEHMIO, OPOPMIIEHUIO M 3aluTe OoT4yeTa.
NmetoTca oTaenbHble 3amedaHns U HegocTaTku. YMeHune (HaBblk) ChopMMpoBaHO SOCTAaTOYHO
NnosiHO — 75-84% OT MakcumManbHOro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

- BbINONMHEHbI 0a30Bble TpeboBaHMS K BbIMOMHEHWNIO, OPOPMIIEHUIO U 3almuTe OT4eTa.
MmeroTca JoCTaTOYHO CyLLEeCTBEHHblE 3aMeyvyaHus U HegoCTaTku, Tpedywmne 3HaunTenbHbIX
3aTpaT BpPEeMEeHM Ha wucnpasneHne. YMeHue (HaBblk) CHOPMUMPOBAHO HAa MWHUMAIbHO
AonycTtnmMom ypoBHe — 60-74% OT makcumarnbHoro konmyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HaNMCaHUIO U 3almTe oTyeTa. MIMeTCsa MHOMOYMUCIIEHHbIE CYLECTBEHHbIE
3aMeyYaHus U HeJocTaTku, KOTopble He MOryT ObiTb MUcnpasreHbl. YMeHue (HaBblk) He
copmmposaHo — 0 %.

[na atrectaumMm CTyOeHT NpeabsiBNsieT OHEBHUK MNPaKTUKW, 3adaHWe PYKOBOAMUTENS Ha
NPOXoXaeHne npakTukn un odopMnseT pesynbTaTbl MNPaKTUKM B BuAE OTYeTa U TOTOBUT
BbICTYMSIEHNE C Npe3eHTaumen nNo pesynbTaTtamM NpPakTuKu.

[ns oueHnBaHus pes3ynbTaToB 00y4YeHUs Ha 3a4eTe C OLLEHKOM ncnonb3dyetcsa 4-6annbHas
Wwana: «OTIANYHO», «XOPOLLO», «yOOBIETBOPUTESNBHOY», «HEYAOBNETBOPUTEBHOY.



CooTHoLweHWe nokasaTeneun, Kputepues u LWKarbl OUeHBaHNA Pe3yrnbTaToB o6yqu|/|;|.

YpoBeHb
KpuTepum oueHnBaHnsa KomneTeHumm cchopmmpoBaH LLikana oueHoK
HOCTHU
KOMMeTeHUun
3HaTb: pes3ynbTaT, CoOAepXalun MOMHbIN MpaBwUMbHbIN  OTBET, | [loebiweHHbIl Omnu4Ho
MOMHOCTBIO COOTBETCTBYET TPeOOBaHMAM KpUTEPUS (OTBET MOJSHbIA U ypo8eHb
NpaBuIbHbIA HA OCHOBAHUWN U3YYEHHbIX TEOPU; MaTepuan U3noxeH B
onpeaeneHHon nornyeckon NocneaoBaTenbHOCTU, HayYHbIM S3bIKOM;

OTBET CaMOCTOATENbHbIN.

«YmeTb» n «BnageTb»: BbINOMNHEHbI BCe TpebOBaHMS K BbINOSHEHNIO,
HanMCcaHWo 1 3aluTe oTyeTa.

3HaTb: pe3ynbTaT, coaepXKallMii HEMOSHbIA NPaBWUbHBLIA OTBET WK Gasosbiti Xopowio
OTBET, COAEPXaLUNA HE3HAUMTENbHbIE HETOYHOCTY (OTBET 4OCTaTOYHO YpO8eHb
MOMHBLIN N MPaBWIbHLIN Ha OCHOBaHUM W3YYEHHbIX MaTepuaros;
MaTepuvan N3MNOXeEH B onpeaeneHHom norm4eckomn
nocrneaoBaTenbHOCTH, npu 3TOM AONyLLEHbI aBe-Tpu
HEeCYLLIECTBEHHbIE OLLUMOKN).

«YMeTb» M «BnageTtb»: BbINOMHEHbI OCHOBHblE TpeboBaHMs K
BbINOMHEHNO, 0OPOPMIIEHMIO M 3alunNTe OT4eTa. VIMetloTcs oTAenbHble
3amMevyaHns W HegocTaTkM. YMeHue (HaBblk) COPMMPOBAHO
[0CTaTo4HO MOJSIHO

3HaTb: pe3ynbTaT, coaepXKallnii HEMOMHbIA NpPaBWUNbHBLIA OTBET UMK lNopoeoenili Yoosnemeopu-
OTBET, COAEPXaLUUA 3HAYMTENbHblE HETOYHOCTM (MpuM  OTBeTe YpO8eHb meribHO
JonyuieHa cylwecTtBeHHas owubka, unu B oTteeTe cogepxutca 30 -
60% HeobxoaMMbIX CBEAEHUN, OTBET HECBA3HbIN)

«YmMeTb» M «Bnapgetb»: BbinonHeHbl 6as3oBble TpeboBaHMA K
BbINOMHEHNO, OHOPMIIEHUNIO 1 3alumTe oTyeTa. VimetloTca JocTatouHo
CYLLLECTBEHHbIE 3aMeYaHus N HeJocTaTku, Tpebytowme 3HauYMTENbHbIX
3aTpaT BpEMEHW Ha UCMpaBneHme.

3HaTb: pesynbTaT, COAepXallMn HEenomnHbIA NpPaBUMbHbLIA  OTBET - Heydosnemeopu-
(cteneHb nonHotbl otBeta — MeHee 30%), HenpaBuIbHLIA OTBET meribHO
(OTBET He No CyLlecTBY 3aaHusl) Unu OTCYTCTBUE OTBETA, T.€. OTBET,
He COOTBETCTBYHLLUIN NOMHOCTLIO TpeboBaHMAM KpUTepus.

«YmeTb» n «Bnagetb»: TpeboBaHMsA K HAaNMCaHWIO 1 3aluTe oTyeTa.
MmeroTca MHOroYMCNEHHbIE CYLLIECTBEHHbIE 3aMeYaHus U HeAOCTaTKu,
KOTOpbl€ HE MOTyT 6bITb UCNPABMEHbI.

20.3 ®oH OLIEHOYHBIX CPEACTB C(POPMUPOBAHHOCTH KOMIIETEHINI CTY/A€HTOB, PEKOMEeHAyeMblii 1J1s1
NpPOBeIeHUs] IMArHOCTHYECKHX padoT

OlK-5. CnocobeH npuMEHSATb HOPMAaTMBHbIE MPAaBOBblIE aKTbl, HOPMAaTMBHbIE W MeToAnYecKue
OOKYMEHThLI, perfnamMmeHTupyoLmne eaTenbHOCTb No 3almTe nHopmauum

OrlK-5.3 ymeeT knaccudumumpoBaTh 3alMLaeMylo MHOpMaLMI0 Mo BuAamM TalHbl U CTEMNEHAM
KOHMAEHUMaANbHOCTH

OlK-5.4 ymeet knaccucmumpoBatb U OUEHMBATL Yrpo3bl MHOpMauMOHHOW Ge3onacHoCTU ANs
obbekTa nHpopmaTusaumm

Ol1K-5.9 ymeeT 060CHOBbLIBaTb peLLEHUs!, CBA3aHHbIE C peanu3aumernt NpaBoBbIX HOPM MO 3aliuTe
MHopmMaumm B npedenax AOMKHOCTHbIX 06s3aHHOCTEW, npeanpvHMMaTb Heobxoaumble Mepbl Mo
BOCCTaAHOBIIEHMIO HAPYLLEHHbIX NPaB;

OrlK-5.12 ymeeT c¢opmynumpoBaTb OCHOBHble TpeboBaHuA MHGOPMaLMOHHOM ©6e30macHOCTU Mnpu
aKcnnyaTtaumm KOMNbOTEPHOW CUCTEMBI;

OrllK-5.13 ymeeT opmynmMpoBaTb OCHOBHble TpeboBaHMA MO 3awuTe KoHMAEeHUnanbLHoOm
MHOpMaLMN, NepcoHanbHbIX OaHHbIX U OXpaHe pPe3ynbTaTOB WHTENNEKTyarbHOW OeATenbHOCTM B
opraHusauumu;

OrK-5.17 ymeeT aHanu3anpoBaTb U OLEHMBATb Yrpo3bl MHpOpMaUnoHHOW Ge3onacHoCcTM obbekTa
MO TEXHWYECKMM KaHanam

Or1K-5.19 BnageeTt meTogamm 1 cpeacTeBaMm TEXHUYECKON 3alLnTbl MHopMaLmm



OrlK-6. CrnocobGeH npu pelleHnn npodeccuoHarnbHbIX 3adad OpraHn3oBbIiBaTb 3alMTy WMHdOpMaumm
OrpaHMYEHHOro [OCTyna B KOMMbIOTEPHbIX CUCTEMax M CeTAX B COOTBETCTBUM C HOPMATUBHbLIMU
NpaBoBbIMM aKTaMM U HOPMATMBHbIMW METOAMYECKMMMU OOKymeHTamu PepepanbHon  crnyxobl
6esonacHocTn Poccunckon degepauumn, degepanbHon criyxObl MO TEXHUYECKOMY W 3KCMOPTHOMY
KOHTpOnto

Ol1K-6.6 ymeeT paspabaTtbiBaTb MOAENM YIPO3 U MOLENN HAPYLUMTENS KOMMNBbIOTEPHBIX CUCTEM;

OrlK-6.10 ymeeT NpMMEHSTb OTEYECTBEHHbIE U 3apyOexHble cTaHd4apTbl B 061acTV KOMNbIOTEPHOM
6e3onacHOCTM ONns NPOEKTUPOBaHUA, pas3paboTKM W OUEHMBaHUSA 3aLMLLEHHOCTU KOMMbIOTEPHON
cucTembl
Or1K-9. CnocobeH pewaTtb 3agavm npodeccmoHanbHON AeATENbHOCTU C YY4ETOM TEKYLLIErO COCTOSIHUS U
TeHOEHUNA pas3BUTMS METOAOB 3alMTbl MHOPMaUMM B ONEPAULMOHHBLIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaAX U cucTemax ynpasneHuns 6asamm gaHHbIX, a Takke MeTOA0B U CPeACTB 3alMTbl MHpopMaumm oT
yTeUKN No TEXHUYECKUM KaHarnam, ceTen u cuctem nepegayu nHdopmaumm

OlK-9.3 ymeeT opraHu3oBaTb 3aluTy MHGOPMaUUW OT YTEYKM MO TEeXHUYECKUM KaHanam Ha
ob6bekTax MHpopmaTmsauum

OlK-9.4 ymeeT nonb3oBaTbCsi HOPMATMBHLIMW OOKYMEHTaMyM B 06nacT TEXHUYECKOW 3aluThbl
MHdopMaLmn

OllK-9.9 ymeer dopmynupoBaTb W HacTpauBaTb MNOMUTUKY 6e30nacHOCTU  NoKasnbHbIX
KOMMNbIOTEPHBIX CETEN, NOCTPOEHHBLIX HA OCHOBE OCHOBHbIX ONEpPaLMOHHbBIX CUCTEM;
Orl1K-10. CnocobeH aHanuaupoBaTb TEHAEHUUW Pa3BUTUA METOAOB M CPeACTB KpunTorpaduveckomn
3aWnTbl  MHOpPMaLMK, MCNOoNb30BaTb CPeacTBa KpUATOrpadoMyeckon 3awuTbl WMHGOopMaumm npu
pelweHnn 3agad npodeccnoHanbHOM AeaTenbHOCTU

OrlMK-10.4 ymeeT KOPPEKTHO WCNonb3oBaTh KpuntorpaguyeckMe anroputMbl Ha NpakTuke npu
peLLeHnn 3agad KpuntorpaduyeckumMm MeTogamu;

Orl1K-10.5 ymeeT npumeHATb MaTeMaTMyeckume MeTodbl NMpu UCCnegoBaHUKM Kpuntorpaduyeckmx
anropuTMoB;

Or1K-10.6 BrnageeT HaBblKaMKN UCMONb30BaHUS TUMOBLIX KPUNTOrpan4EeCKMX anropuTMoB;

OrllK-10.9 ymeeT pasBopaumBatb MHAPPACTPYKTYPY OTKPbITbIX KIOYEW ANs  pelleHus
KpunTorpaduyeckmx 3agay

OrllK-10.10 ymeeT npoBoAMTb aHanu3 Kpuntorpadudeckmx MpPOTOKONIOB, B TOM u4ucne c
NCNoNb30BaHWEM aBTOMATU3MPOBAHHbLIX CPEACTB

Orl1K-10.17 ymeeT oueHuBaTb TEOPETUYECKYIO CITIOXXHOCTb NPUMEHSIEMbIX anropuTMOB

Orl1K-10.20 ymeeT pasBopayvBaTb WHMPACTPYKTYPY OTKPbITLIX KYeW AN pelleHust KpunTo-
rpadouyecknx 3agad

OrllK-10.25 ymeeT BbMUCAATL TEOPETUKO-MHPOPMALMOHHBIE  XapPaKTEPUCTUKM  UCTOYHMKOB
COOBLLIEHNI N KaHaMNOB CBA3M (SHTPOMNKUS, B3anMHasa UHopMaLmMK, NPONyCKHast CNOCOBHOCTL);

Orl1K-10.26 ymeeT pewatb TUNOBbIE 3a4a4M KOAMPOBAHUS U OEKOOMPOBAHUS;

Orl1K-10.27 BnageeT oCHOBaMM MOCTPOEHUST MaTeMaTUYECKMX MOOENEN TEKCTOBOW MHGOpPMaUUn n
MOZEenen cMcTem nepenadn MHopmaLmm;

Orl1K-10.28 BnageeT HaBblkaMM MPUMEHEHUA MaTeMaTU4ecKoro annapata Ana  pelleHus
NPYKNagHbIX TEOPETUKO-UH(POPMALIMOHHBIX 3a4au.
OlK-11. CnocobeH paspabaTbiBaTb MOAUTMKM 6He30MacHOCTM, MOMUTUKM YyMpaBneHUs OOCTYNom WU
MHAOPMALIMOHHLIMU NMOTOKaMN B KOMMNbIOTEPHBIX CUCTEMAX C y4eTOM Yrpo3 6esonacHoOCTM MHgopmaLmm
n TpeboBaHui No 3awmTe nHpopmaumm

OlK-11.4 ymeeT paspabatbiBaTb MOAENW yrpo3 W Mogenu HapywuTtensa 6e3onacHocTu
KOMMNbIOTEPHBIX CUCTEM;

Orl1K-11.5 ymeeT paspabaTtbiBaTb YacTHbIE NONUTMKN 6E30NaCHOCTM KOMMbIOTEPHBIX CUCTEM, B TOM
4yucne NONUTUKN ynNpaBnieHns A0CTYNOM U MHPOPMALMOHHBIMU MOTOKaMU;

OlK-11.9 ymeer dopmynupoBatb M HacTpamBaTb NONUTMKY ©€30MacHOCTM  OCHOBHbIX
onepawmoHHbIX CUCTEM

OlK-11.10 ymeet copmMynupoBaTb W HacTpavBaTb MNOMUTUKY 6€30MacHOCTM NOKanbHbIX
KOMMbIOTEPHbIX CETEN, MOCTPOEHHbIX HA 6a3e OCHOBHbIX ONEPALMOHHBIX CUCTEM
OlK-12. CnocobeH agMUHUCTpPUpOBaTb ONepauMoHHbIE CUCTEMbI W  BbINONHATL paboTbl NO
BOCCTaHOBIEHUIO paboTOCNOCOBHOCTM NPUKIAAHOIO U CUCTEMHOMO NPOrpamMmMHOro obecneyeHus

OlK-12.5 YmeeT ocywecTBNATbL agMUHUCTPUPOBaHME NporpaMMHOro obecnevyeHns cneumanbHOro
Ha3HayeHus, BKMoYasa onepaumoHHbIe CUCTEMbI, B TOM Y/CIe OTe4eCTBEHHOIO NPOM3BOACTBA.

OrlK-12.7 YmeeT BocCcTaHaBnmBaTbh paboTocnocobHOCTb NporpaMm cneunanbHOro HasHaudeHusa npum
BO3HMKHOBEHWUWN HELUTATHbIX CUTYyaLWNA.



OrlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbl MPOrpamMMHbLIX M MPOrpaMMHO-annapaTHbIX CpeacTs
3aWnTbl MHpOPMaLMK B KOMMbIOTEPHBIX CUCTEMAX M MPOBOAUTL aHanNn3 nx 6e3onacHocTu

OlK-13.1 ymeetr dopmMmynupoBaTb W HacTpaumBaTb NOAUTMKY ©6€30MacHOCTM  OCHOBHbIX
onepaumOHHbIX CUCTEM

OlK-13.2 BnageeT HaBblkaMu pa3paboTkM NporpaMMHbIX MOAYNEN, peanuaylowmnx 3agadu,
cBsi3aHHble ¢ obecneyeHnem 6e30nacHOCTM OnepaLMoOHHbIX CUCTEM PacnpPOCTPAHEHHbIX CEMENCTB

OrllK-13.5 ymeer pabotatb C WHTErPUPOBaHHLIMA cpefamn  pas3paboTku NPorpaMmMHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamn pa3paboTkM, OTNagKW, [OOKYMEHTUPOBAHWS W TECTUPOBAHMUSA
nporpamm;

OrllK-13.17 Bnageetr HaBblkamuM  pas3paboTkMm  anropuTMOB  ONsl  PelleHust  TUMOBbIX
npogeccnoHanbHbIX 3a4ay;

OlK-13.18 YmMeeT npumeHsiTb cpeactBa M MeTodbl aHanm3a nporpaMMHoro obecrnedeHus Ons
BbISIBNEHWS 3aKnagok

OlK-13.19 YmeeT npuMeHATb MeTOA4bl aHanmM3a MNPOEKTHbIX peleHnn ana obecneyeHus
3aLMLLEHHOCTM KOMMBIOTEPHBIX CUCTEM.

OrllK-13.21 YmeTb nNpuMeEHATb COBPEMEHHbIE cpeacTBa obecrneyeHnss MHPOPMAaLMOHHOM
6e30nacHOCTM NporpaMmm 1 AaHHbIX

OrlMK-13.23 YmMmeeT npoBoauTb aHanu3 MNporpamMMHbIX CPencTB, MPUMEHSIEMbIX OMs1 KOHTpOns u
3aLlWnTbl MHG OPMaLMn
Orl1K-14. CnocobeH npoekTMpoBaTb 6a3bl AaHHbLIX, aAMUHUCTPUPOBATL CUCTEMbI yrpaBrieHus Gasamu
AaHHbIX B COOTBETCTBUM C TpeboBaHNSMM MO 3alumTe MHpopmaumm

OlK-14.4 ymeeT npoekTupoBaTb pensunoHHble 6asbl JaHHbIX M OCYLECTBNATb HOpManusaumio
OTHOLLEHWUI NPU NPOEKTUPOBAHUN pensiLMOHHON 6a3bl AaHHbIX

Orl1K-14.5 ymeeT HacTpamBaTb Y MPUMEHSATb COBPEMEHHbBIE CUCTEMBI YNpaBreHnsa 6azamm gaHHbIX

Orl1K-14.6 Bnageet MeTOOUKON W HaBblkaMW COCTaBSIEHMS 3anpocoB AN noucka mMHdopmMauun B
0asax gaHHbIX

Orl1K-14.11 ymeeT nonb3oBaTbCs CpeacTBamMm 3aWwunThbl, npegoctasnseMmbimn CYB[;

Orl1K-14.12 ymeeT co3gaBaTth JONOMHUTENBHbIE CPEeACTBA 3almThl 6a3 AaHHbIX;

Orl1K-14.13 ymeeT npoBOAUTb aHanu3 1 oLueHnBaHne MexaHM3MoB 3aLmTbl 6a3 faHHbIX;

Orl1K-14.14 BnageeT METOOMKON U HABbIKaMW UCMOSb30BaHUSA CPeACTB 3aLlMThl, MPeaoCcTaBnseMbIX
Cvyb[O.
Orl1K-15. CnocobeH agMWHUCTPMPOBATb KOMMBHOTEPHbIE CETM U KOHTPONMPOBaTb KOPPEKTHOCTb WX
PYHKLMOHMPOBAHUSA

OlK-15.6 ymeeT oOCywWeCcTBNATb MNPOEKTUPOBAHME U  ONTUMU3ALMIO  PYHKLNOHMPOBAHWS
KOMMNbIOTEPHBIX CETEN;

Orl1K-15.7 BnageeT HaBblKaMN agMUHNCTPUPOBAHNA KOMMbIOTEPHLIX CETEN;
Orl1K-16. CnocobeH npoBOANTb MOHUTOPUHI PaboTOCMOCOBGHOCTM M aHanu3 3dEKTUBHOCTN CPEACTB
3aLMTbl UHOPMALIMM B KOMMNBIOTEPHBIX CUCTEMAX U CETAX

OrllK-16.6 ymeer dopmynupoBatb M HacTpamBaTb NONUTMKY ©6e30MacHOCTM  OCHOBHbIX
ONepauMOHHbIX CUCTEM, a TaKKe NoKanbHbIX KOMMBIOTEPHbBIX CETEMN, NOCTPOEHHbIX HA X OCHOBE;

OlK-16.7 ymeeT nNpPUMEHSTb 3allMLLEHHble MPOTOKOMbl, MeXCeTeBble 3KpaHbl W CpeacTBa
0OHapyXeHnsa BTOPXXEHU AN 3awnTbl MHOpMaLnn B CeTAX;

OlK-16.8 ymeeT ocyLLecTBNATbL Mepbl NPOTUBOAENCTBUS HapyLleHUAM ceTeBou 6Ges3onacHocTu ¢
NCNONb30BaHMEM PasfMYHbIX NPOrPaMMHbIX 1 annapaTHbIX CPEACTB 3alUUTbI;

Ol1K-16.9 BnageeT HaBblkaMy HACTPOWNKM MEXCETEBbIX 9KPAHOB;

Orl1K-16.10 BnageeT meTogukamm aHanmsa ceTeBoro Tpaduka;

OlK-16.12 YmeeT BbIsSiBNATb OENCTBME BPEAOHOCHBLIX MpOrpaMm, M ONpedensTb Xapakrep ux
BO34eNCTBUA.

OlK-16.16 YmeeT BbINOMHATL paboTbl MO BOCCTAHOBMEHMIO paboTOoCNOCOBHOCTUN CPpeacTB 3aLuThbl
NMHopMaLmm NP BO3HUKHOBEHMM HELLTATHBIX CUTYaLniA
Ol1K-4.1 CnocobeH opeaHu308bI8amb 3auumy UHbopmayuu 8 KOMIMNbIOMEPHbIX cucmemMax u cemsx (o
obriacmsm rpuMeHeHus)

Ol1K-4.1.5 BnageeTt HaBblkaMn NPUMEHEHUS aHANUTUYECKNX U KOMMbIOTEPHbLIX MOoAenen 06beKkToB
WHopMaTM3aLmMm Npu CO34aHUN CUCTEM 3aLuuUTbl MHopMmauuu;
OrllK-4.2 CrniocobeH aHanusuposams 3alWUWEHHOCMb, [po8ooUMb MOHUMOPUHE, aydum U
KOHMpOJsibHble npogepKu pabomocrocobHocmu U 3auyuuyeHHoOCmu KOMboMmMepHbIX cucmemM u cemeu
(no obracmsm npumMeHeHus)



OllK-4.2.3 BnageeT HaBblkamMy MNpOBeAEeHUA aHanusa 3aWULWEeHHOCTU, MOHUTOPWHra, ayguta u
obecnevyeHns KOHTPOSbHbIX MPOBEPOK (PYHKLMOHNMPOBAHUA M 6€30MacHOCTM KOMMbIOTEPHBLIX CUCTEM U
ceTen;

Or1K-4.3 CnocobeH paspabambigampb U aHaUu3upo8amb KOPPEKMHOCMb MOSUMUKU UHGOPpMaUUOHHOU
6e3ornacHocmu KOMIMbIOMepPHbIX cucmem u cemedl (o obracmsm rnpuMeHeHUs)

Ol1K-4.3.4 BnageeT HaBblkamMu ynpaBrieHnsl NPoOLEeCcCoOM peanuaaumm NofUTUKN MHPOPMALIMOHHON
6e30MacHOCTN KOMMbIOTEPHbBIX CUCTEM U CeTEln, opraHM3aumnn 1 nogaepXaHus BbINOHEHUS KOMMNeKca
Mep no obecneyeHno MHPOPMaLMOHHON 6e30MacHOCTM BbIYUCIIUTESBbHBIX CUCTEM;
l1K-1 CnocobeH rnposodumpb aHanu3 mpebosaHull U 8bINonHAMb pabomsl o [PoOeKmMuUpPo8aHUro
npozgpaMMHbIX U annapamHbiX KOMMOHEHM cucmeMbl 6e30r1acHocmu KOMMbHOMEPHbIX cucmem U
cemedl, 8 MOM 4Yucrsie € UCrofib308aHUEM cO8peMEHHbIX Memodos U cpedcme 3awumsl UHhopmayuu

[1K-1.4 npoBOOAUT OLEHKY COOTBETCTBMS MeXaHM3MoB 6e30MacHOCTM KOMMbIOTEPHOW CUCTEMBbI
TpeboBaHMAM HOPMATUBHbIX JOKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CYLLECTBYIOLLMM pPUCKaM;

[1K-2 CrnocobeH npuHuMamp ydacmue 8 3Kcriepmuse U aHasuse ysa3gumocmed, yepo3 U UHUUGeHmos
UHopmayuoHHoU 6e3ornacHOCMU 8 KOMIMbIOMEPHbLIX cucmemax U cemsix

[1K-2.1 npumeHsieT adekTuBHbIE MeToabl WM CcpeacTBa  MNMaHMpPOBaHWA U OpraHuMsauumm
nccnegoBaHum v paspaboTku;

[1K-2.5 npoBoguUT TeopeTnyeckne W MnNpuUKNagHoe WuccriegoBaHMe YPOBHEW 3alUULLEHHOCTU
KOMMbIOTEPHBLIX CUCTEM U CETEMN;
l1K-3 CriocobeH yyacmeosamb 8 pabomax o MpOoeKmMuUpOo8aHuUd cucmem 3awumsl UHgopmauuu 8
KOMIMbIOMEPHbLIX cucmemMax U cemsx fpu peweHuu rpogheccuoHarnbHblX, uccriedosamesisCKux Uu
npuknadHbix 3aday

[1K-3.2 3HaeT meToabl agMWHUCTPUMPOBAHMA CUCTEM YyMnpaBrieHus cobbiTUAMU MHAOPMAaLMOHHOM
6e3onacHoOCTN, cucTtemM OBHapyXeHWs W npegoTBpaLleHUss BTOPXKEHWUW, MOHUTOPUHra cobbiTun u
WHUNOEHTOB;

[1K-3.5 BbINONHAET NPOBEPKY YCTOMYMBOCTU MPUMOXEHUN K BHELHEMY HECAHKLMOHMPOBaHHOMY
AOCTyny, B TOM 4uChe MpoBepka YCTOMYMBOCTM BEO-NPUNOXEHWW K aTakam, NpuMeHeHue CpeacTs
KOHTpons 6e3onacHOCTW, YnpaBneHne Kpuntorpaduyeckumn cpeactBaMu, a Takke opraHu3auuns
MeponpuaTuii No obecneveHno knbepbesonacHoCTH;

[1K-3.6 cnocobeH yyacTBOBaTb B MPOEKTUPOBAHUM CUCTEMbI 3aLMTbl MHGOPMALMN U NOACUCTEM
MHAOPMaLMOHHOM ©6e30MacHOCTU KOMMbIOTEPHOWN CUCTEMBI.

Bonpochbl ¢ BapaHTaMu OTBETOB

1.3 Kakmx KOMMOHEHTOB COCTOMT MporpammHoe obecneyeHve nOOM  yHMBEpcanbHOM
KOMMbIOTEPHOW CUCTEMBI?

— OonepaunoHHON CUCTEMBI, CETEBOrO NPOorpammMHoOro obecneyeHuns

— onepauuMoHHOW CUCTEMbl, CEeTeBOro nMporpaMMHOro obecne4eHUss U CUCTEMbI

ynpaBneHusa 6azamMmu faHHbIX;

— OnepaunoHHON CUCTEMbI, CUCTEMBI yNpaBneHns 6azaMmmn JaHHbIX;

— CEeTeBOro NporpaMMHoOro obecneyeHunst U1 CUCTEMbI ynpaBneHns 6aszamm gaHHbIX
2. [lokymeHTMpOBaHHasi MHGOpMauus, OOCTYN K KOTOPOM OrpaHu4MBaeTcs B COOTBETCTBUM C
3aKoHOAaTeNbCTBOM POCCUNCKOW dheaepauuu - 3TO:
KoHdmaeHumanbHaa nHpopmaums
dakc
JINYHbIN OHEBHUK
3akoHbl PO
3. Kakume wmeToabl KpunToaHanmsa OTHOCATCSA K cTatuctndeckmm? Bbibepute HeCKONbko
npaBunbHbIX OTBETOB:

— a) MeToa MakcMMarnbHOro npasgononobus;

— ©0) 6banMecoBcKum;

— B) NIUHENHbIN;

— T) pa3HOCTHbIV
4. Kakasa kaTeropusi siBnNsieTcs Hanbornee pncKoBaHHOWM AS11 KOMMAHMM C TOYKM 3PEHUST BEPOSITHOMO
MOLLEHHNYECTBa U HapyLLeHns 6e3onacHoCTn?

— A) coTpyaHuKm

— B) xakepbl



— B) aTtakytowme
— ') KOoHTpareHThl, N1ua, paboTatoLime No JOroBopy

5. Korga uenecoobpasHo He npeanpuvHMMaTb HUKaAKMX AENCTBUMN B OTHOLUEHUM BbISIBNEHHbIX
pu1cKoB?

— A) korga ans obecneveHus xopoluern 6e30nacHOCTU yYTEHbl BCE PUCKK

— B) korga pucku He MoryT ObiTb MPUHATBI BO BHUMaHME NO NOANTUYECKUM COOBpaKeHUAM

— B) koraa Heobxoanmble 3aWMTHLIE MEPbI CITULLKOM CIOXHbI

— T) Korpa cTOMMOCTb KOHTPMEp npeBbiWaeT LEeHHOCTb aKTUBa M MNOTeHuualribHble

nortepwu

6. CoBepLUEHHbIN 3Tan 3awmTbl MHPOPMaL MM Ha3biBAaETCA:

7.

—  MHMOOPMaLMNOHHbIM

— Ha4vanbHbIM

— pa3BUTbIM*

—  KOMMJIEKCHbIM.

Ecnn Hocutenu uHdopmaumm siIBASOTCA 3MEKTPOMArHUTHbIE BOJSHbLI, TO Takasi UHAOP-mMaums

OTHOCUTCA K:

— 9NEKTPOHHON

— TeneKoMMyHUKauMoOHHOK™
— [OOKyMEHTarbHOM

— peyeBou

8. Cuctembl aHanmsa ya3BMMoCTeN NO3BOMSIOT:

9.

1.

— a) BbIABUTb 3/I0YMbILUNIEHHMKA, paboTatoLLlero B KOMMNbIOTEPHOW CETY;

— ©0) BbISIBUTb YSI3BUMOCTM NPOEKTUPYEMON CUCTEMBI 3aLLMTbl MHOpMaLmK;

— 8) BbISIBUTb YA3BMMOCTU AENCTBYHOLLEN CUCTEMbI 3alUTbl MHhopMaLmu.

Mpn ncnonb3oBaHnn Nnaposien crnegyeT pykoBOA4CTBOBATLCS

— [OnvHHOM napons

— YacTtoTton cmeHbl napons

— WcTtopuen napons

— Copepx1MmbiM naponsi

— Bce n3 nepeuncneHHoro

— Hwyero n3 nepeuncneHHoro

OnpeaenuTe npaBunbHY NOCreaoBaTenbHOCTb AencTBui ans wndpa DES:

a) OT(64 6) — HavanbHasa nepectaHoBka — Cxema ®Pewncrtensa (16 payHaoB ¢ 48 OGUTHbIM
knoyom) — KoHeuHas nepectaHoBka — LLndpTtekcT (64 6)

b) OT(64 6) — HavanbHas nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema ®Pencrtensa (16
payHOoB ¢ 64 6UTHbIM Kntovom) — LundppTekcT (64 6)

c) OT(64 6) — HavanbHas nepectaHoBka — KoHeyHasa nepectaHoBka — Cxema Penctens (12
payHaoB ¢ 64 6UTHbIM Kkntovom) — LLndpTekcT (64 6)

d) OT(64 6) — HavanbHas nepectaHoBka — Cxema ®Pewctens (16 payHooB € 64 BGUTHBIM KIHOYOM)
— KoHeuHas nepecTtaHoBka — LLndppTekcT (64 6)

. OuddepeHumanbHbIn KpUnToaHann3 OTHOCUTCA K aTakam:

a) Ha ocHoBe wudpTtekcta

b) Ha ocHoBe OTKpbITLIX TEKCTOB

c) Ha ocHoBe nofo6paHHOro OTKPbLITOro TeKcTa

d) Ha ocHoBe apganTMBHO NOAOGPAHHOrO OTKPbLITOrO TEKCTA

. MoeHTndmkauma ato:

a) npouecc npeabsBreHnst Nonb3oBaTenem naeHTMuKkaTopa;

©) npouecc noaTBEPXKAEHNSA NOASIMHHOCTY;

8) cpasHeHue npedbsiensieMbiX UOeHMuguKkamopoe C MNepeyHeM [PUCBOEHHbIX
udeHmughukamopos.

. Kakyto ponb vrpatoT LLeHTpbl cepTUdUKaLMmn KNoYen:

a) OHM WUrpalT ponb [JOBEPEHHOW TpeTbel CTOPOHbI ANs [oKasbiBaHusA hakTta nepegayn
WHdopMaLmu;

6) OHu cnyxam Ons peaucmpayuu aboHeHMoO8, U320MOBJIeHUs1 cepmugukamos
OMKpbIMbIX K/OYel, XpaHeHuUsi U320MmoeJiIeHHbIX cepmugukamos, nooddepxKaHusi



8 akmyaJlbHOM COCMOSIHUU CcripasoyHuka delicmeyrouwux cepmugukamos u eblnyckKa
crucka ocpoYHO OMo38aHHbIX cepmughukamos;
14. Kakne 13 nepedncrneHHbix Knbepyrpos siBnaTca KnodeBbiMn Ha bnvxkanwee 6yaywee? Boibepute
BCe NpaBusbHble OTBEThI.
— YctpowncTBa loT kak nnowagka gns peanusaumm atak
— Cnam
— Mporpammbi-BbiMoOraTenu
— Criminal-as-a-service (nepexon kn6epnpecTynHMKOB Ha CEPBUCHYIO MoAerb)
— [lporpaMmmbI-LLMNOHBI
— «[lpuspakn wunHTepHeTa npowsnoro» (yrpo3bl OT YyCTapeBlIEro MporpaMMHOro wu
nporpaMmMHo-annapaTHoro o6ecne4yeHus, KOTopoe HaxoaUTCA B UHTEPHeTE)
— [lporpammbl-manHepbl
— CKUMMUHT
15. YTto Takoe HecaHKLUMOHNPOBaHHbLIM AOCTYN (Hca)?
1) JocTyn cyOobeKkTa K 06beKTy B HapyLleHue YCTaHOBIEeHHbIX B CUCTeMe NpaBuil
pasrpaHuyeHms gocTtyna
2) Co3gaHune pe3epBHbIX KOMWIA B OpraHn3auumn
3) MpaBnna v nonoXxeHwusi, BbipaboTaHHbIe B OpraHnsaumm ans o06xoaa naponbHOM 3almThbl
4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHmM3aunm
5) YpoaneHue He Hy)XHOoW nHdopmaumm
16. MNMporpaMmHble 3aKknagkm MoryT BbINONHATL AENCTBUSA
a) BHOCUTb NPOU3BOJIbHbBIE NCKaXXEHWSI B KOA4bI NporpaMm
b) nepeHocutb dparmeHTbl MHOPMaLUMK
C) UckaxkaTb BbIBOAUMYHO MHpOpMaLMIO
d) Bce 13 nepe4ncrneHHoOro
e) Hnuero 13 nepeyvncrnieHHoro
17. Yrpo3amu KoHbMAEeHUMaNsHON MHGOPMaLMN He SABMSIKOTCS
a) o3HakomneHve 6e3 HapyLeHus ee LenoCTHOCTH
b) mogndmkauma nHdbopmaumm
C) paspyLueHne nHgopmauum
d) co3paHue n pacnpocTpaHeHue BUPycoB
18. K cucreme 6e3onacHocTn nHdopmaummn npeabasnaeTcs TpebosaHne
a) npegocTaBneHWe MoNfb30BaTeNio MaKCUMarbHbIX MOMHOMOYUA, HeOoBXoAMMbIX emy Ons
BbINOJIHEHWS
nopy4eHHon paboTbl
b) npepgocrtaBneHne nonb3oBaTentd MUHUMalbHbIX MOSTHOMO4YUM, HEOOBXOAUMbLIX emy Ans
BbINOJIHEHUS NOPYYEHHOW paboThl
C) UrHOPMpPOBAaHME NOMbITOK HECaHKLMOHMPOBAHHOMO A0CTyna
d) neproguyeckoe pearmpoBaHve Ha BbIXOA U3 CTPOS CPEACTB 3auThl
19. ['me NpuMeHSTCA CpeacTBa KOHTPOMS ANHAMUYECKON LEeNOCTHOCTU?
1. aHanu3e noToka (pMHAHCOBBLIX COOOLLEHN
2. o6paboTke gaHHbIX
3. Npu BbIIBNEHNUUN Kpaxn, [y6nMpoBaHus oTaeNbHbIX COO0LWEeHUn
20. YkaxuTe, Kakon npouecc TeCTMpoBaHUA MpoBepsieT COOTBETCTBME (PYHKLMOHMPOBAHUSA MPOAYKTa
€ro HavyanbHbIM creynuKkaumnsam:
(1) TecTpoBaHme Nonb30BaTENbCKOro NHTEPdENca
(2) TecTnpoBanue yoobcTBa MCNONb30BaHNA
(3) dbyHKUMOHaANbLHOE TeCcTMpOBaHUe
(4) Harpy3o4HOe TecTMpoBaHue
(5) TectupoBaHue 6esonacHoOCTH
21. MNpoTokonupoBaHue 1 ayauTt MOryT UCMOonb30BaThCA ANs:
(1) npepynpexaeHuns HapyweHnn b
(2) obHapyxeHnAa HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
22. udhopmaums, xpaHsawasica Ha cepeepe LDAP, asnsietcs
(1) PensaumnoHHomn 6a3oin gaHHbIX.
(2) TekcToBbIM (hanniom NPOU3BONBHOWN CTPYKTYPbI.
(3) CoBOKYNHOCTbIO 3anucen, KOTopble coaepxaTt Habopbl aTPUOYTOB.



(4) Pannom c pacwmpeHnem .ldap.
23. "Mackapag" — aTto

1) ocywecTBneHne cneunanbHo pa3paboTaHHbIMK NporpaMMamMmm nepexsara MMeHU 1 Napons

2) BbINOSIHEHME KaKux-nMbo [OencTBMA OAHMM nMNofb3oBaTeNieM OT WMEeHW Apyroro
nonb3oBaTens, obnagarowero COOTBETCTBYHOLUMM NOSTHOMOYUAMMU
24. ACTOYHUKN BHELLHUX YrpoO3 3TO:

— Xakepbl;

— KPUMMHanbHble CTPYKTYpbl;

— npeacTtaBUTENM CUMOBBLIX CTPYKTYP
25. Ecnu nHdopmaums nckaxkeHa ymbILLIIEHHO, TO €€ Ha3bIBatoT:
HeKayeCcTBEHHON
CyOBbEKTMBHOM
HenonHowm
. Ae3uHdcopmaumen
aK Ha3blBaeTCs NPOLEeCC, BCTABKN aHANMU3MPYHLNX PyHKUMIA HENOCPEACTBEHHO B UCXOAHLIN KOA

nporpamMmbl, Nocre KOMNUASUMM M 3anycka KOTOPOW BCTaBIEHHbIE aHanuaupyowme gyHKLUn
BbINOSNHATCS M BblAaayT pesynbTaT paboThbl?

. PasmeTka koga
. MHcTpymeHTauma kopa
. ®assnHr
. MytTnpoBaHue
27. Kakoe 13 nepeuncrneHHbIX HXKe YTBEPXKOEHWI ABMSAETCSA UCTUHHBIM?

1. CratMyeckun aHanu3a kopa npoucxoaut 6e3 pearibHOro BbINOSIHEHMA UccneayeMbIX
nporpamm

2. Cratnyeckmii aHanua koga TpebyeT cOOpkM mMporpamMmbl M3 UCXOAHbLIX KOAOB C A0GaBNEHMEM
CaHuTamnsepa

3. CtaTnyeckuin aHanu3 koga He MNO3BONSAET OTCMNEXUBATb CLEHapUM BO3HUMKHOBEHMS OLUMGOK,
ABNAOLLMXCHA CNeacTBUSMU KpoCCnnaTtOpMEHHOCTH

4. CtaTu4eckMn aHanus koga gOCTYMEeH TONbKO AN UHTEPNPEeTUPYEMbIX 3bIKOB
28. lMpu reHepaumsa payHgoBoro kntova B AES npoussoanTcs:

a. OTbpacbiBaHne GUTOB YETHOCTU, UCMOSNb3YEMbIX ANSA MOMEXOYCTOMYNMBOCTHU

b. PacwupeHwne knoya Ha OCHOBE 3aKpbITOro Krtoya

c. PacwmpeHue knroya Ha OCHOBe nNpeabiayLero payHaoBoro Krnkova

d. MocTpoeHune kntoya Ha ocHoBe obpasytoLero nonvHomMa nons Manya
29. Kakon noaxon Hambonee acpdektuBeH B obecrneyeHnn knbepbe3onacHOCTN YCTPOUCTB MHTEPHETA
BeLen?

1. YcraHoBKka aHTUBMpYCca Ha ycTpouncTtea loT

2. dunsmyeckas 6€30nacHOCTb

3. HasHauyeHune crnoxHbix naponemn

4. NoBepeH4YeCKN aHanN13 Ha OCHOBe MoAenen MalnHHOro obyuyeHus
30. CyuwiecTtByeT ... KNacCcoB 3aLMLLEHHOCTM aBTOMaTU3NPOBAHHbBIX CUCTEM OT HECaHKLMOHMPOBAHHOMO

aocTyna.
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-7

-3
31. Bce cybbektbl M obbektbl KC oagHO3Ha4HO wuaeHTuduMumpoBaHbl; nwbon obbekt KC umeer
nonb3oBartens-Bnagensua; Brageney obbekta obnagaeT npaBoM oOnpedeneHuss npaeB AocTyna K
06bekTy co CTOpoHbl Niobbix cybbekTtoB KC; B KC pomkeH cywecTtBoBaTb MNPUBUMIErMPOBAHHbIV
nonb3oBaTernb — aAMUHUCTPATOP. ATO ... yNpaBrieHne JOCTYNOM.

— AWUCKpeLUUOHHoe

— MaHgaTHoe

— poneBoe
32. He nognexaT OTHECEHMIO K rocyJapCTBEHHON TaHe CBeAeHUS:

a. 0 CoOCMOoSIHUU 060pPOHOCMOCOB6HOCMU 06BEKMOB XU3HEobecrne4YeHuUss HaceneHus;

6. 0 hakmax HapyweHusi npae u ceob600 yesioeeka u epakOaHuHa;

8. 0 pa3Mmepax 30J10mMO20 3anaca u 2ocydapcmeeHHbIX 8aJlloMmHbIX pe3epsax Pocculickol
®edepayuu;

2. 0 cocmosHUU U cpedcmeax 3auumsl 20cy0apcmeeHHOU malHbl;

XA WN P

26.

A OWNPE



0. 0 cocmosiHuu 300po8bs 8bicuuux G0omKHOCMHbIX fiul Pocculickol ®edepayuu;
33. K BMaam uHgopmarmm ¢ orpaHM4eHHbIM 4OCTYNOM HE OTHOCATCS:

a. Kommepyeckasi maliHa;

6. eocydapcmeeHHasi malHa;

8. ceedeHus Onsi cnyxe6HO20 MosIb308aHUsI;

2. NepcoHarsbHble 0aHHbIe;

0. 3anpeuweHHbIe K pacrnpocmpaHeHUro cee0eHuUsl;

€. HomapuaribHasi malHa.
34. KoHTponb Hag BbinonHeHneM TpeboBaHuii B cchepe 3amnTbl NEPCOHarNbHbIX AaHHbIX BbIMOSTHAOT:

a)®Chb PY;

6) CT3IK Poccum n PockomHansop;

8) ece repeyucrieHHble op2aHu3ayuu.
35. Kpuntorpadumsi ¢ aCMMMETPUYHBIMW KIoYaMKn NPUMEHSIET:

(1) maTemaTuyeckue chopmynbi

(2) noagcTaHoBKY CMMBOSOB

(3) nepecTtaHOBKY CMMBOSIOB

(4) nogcTaHoOBKY M NepecTaHOBKY CUMBOJIOB
36. MNpobriembl 6€30MacHOCTN pexumMa KO4OBOW KHUMM, MOPOXAAeMble HE3AaBMCUMOCTLIO GIIOKOB, MOTYT
ObITb NPEOAONEHDI:

(1) ycnoxHeHuem Kkntoven wudpa

(2) cnyyanHbiM nopsaakoMm wWndcgpoBaHUA

(3) pasgenbHbIM LWIMAPOBAHNEM YHACTKOB TEKCTa

(4) HepaBHOMEPHbLIM pa3bueHnem TekcTa
37. MpuHUMN ... yTBEPXKOAET, YTO HE CYLLECTBYET UHXEHEPHON METOANKN NPOEKTUPOBAHNA MEXaHU3MOB
3aWnTbl B TPAANLMOHHOM NMOHMMAaHWUK 3TOro TEPMUHA.

— HedopmanbHoCTb

— CucremMHocCTb

— CneumanunanpoBaHHOCTb
38. CKpbITE Hannums CEKPETHON MHGOPMaLUN:

— KpunTonorus

— KpUnNTOodOoHMS

— cTeraHorpacumsa
39. PesynbTaThl NpoBeAeHUsA ayavTa noapasaensioTces Ha:

1) opraHusauMoHHbIe

2) TexHU4Yeckue

3) nporpammHbie

4) meToponormyeckue
40 Yro Takoe yrposbl?

—  Yrposbl - npeabaBneHne NnpeTeHsnn B yribTUMaTUBHON hopme.

—  Yrpo3bl - NOTEHUMaNbHO UMM peanbHO CylecTByHOLMEe BO3OEUCTBUA, NpuBoOAsLME K
MoparibHOMY UM MaTepuanbHOMY yllepoy.

—  Yrposbl - Cuctema npegynpexaeHun o BO3MOXHbIX aTakax.
41. Kakvne atakv npeanpuHUMaroT Xxakepbl Ha NPOrpaMMHOM ypoBHE?

1) ataku Ha ypoBHe OC

2) aTtaku Ha ypoBHe ceteBoro O

3) aTtaku Ha ypOBHe NakeToB NPUKNagHbIX NPorpaMm

4) aTtakn Ha ypoBHe CYB[l
42....— 9TO WUHdopMaLMa B 3NEKTPOHHON dhopMe, KoTopad NpUcoeanHeHa K ApyrorM WHgopmauum B
9NEKTPOHHOW dopme (nognucbiBaeMor WHdopmMaumm) unm MHbIM 0Bpa3oM cCBsfi3aHa C  TakoW
NMHopMaLumen n KoTopas ncnonb3dyeTcsa Ana onpeaeneHnsa nuua, NoAnucbIBaroLwero nHopmMauuio.

OTBeT: anekTpoHHasa nognuck (3IM)
43. Cuctema wwncpoBaHma w/vnn 3NeKTpoHHou nognucu (3M1), npu KOTOPOW OTKPbITBIA  KItoY
nepedaércs no OTKPbITOMY (TO eCTb He3awMWEHHOMY, AOCTYNHOMY Ans HabniogeHus) kaHany u
ncnonbsyetcs Ans nposepku 3 n anga wndposaHnsa coobLLeHnsa — kpuntocmucema ...

OTBeT:

acMmeTpu4Has;

C OTKPbITbIM KIMOYOM


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

44. ... — dyHKUMA, ocywecTeRsowas npeobpasoBaHMe MaccuMBa BXOAHbIX AaHHbIX MPOM3BOSIbHOWN
ONMHBbI B BbIXOAHYHO OWTOBYHD CTPOKY YCT@HOBMEHHOW [MVHbI, BbINOMHAEMOe onpeaenéHHbIM
anropuTMom.

OTBerT:

X3LW-PYHKUMS

XeLl-pyHKLMA

Kputepun u wkanbl oueHuBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINONHEHWUS 3a4aHUIN Ucnonb3yeTca GannbHas LWwkana:

1) 3akpbITble 3agaHus (TECTOBbIE C BApnaHTamMu OTBETOB, CPEOHUI YPOBEHb CIOXHOCTK):
— 1 6ann — ykasaH BEpHbIl OTBET;

— 0 6annoB — ykasaH HeBEpPHbIV OTBET (MOSTHOCTBLIO MW YACTUYHO HEBEPHLIN).
2) OTKpbITble 3afaHNsi (TECTOBbIE C KPATKUM TEKCTOBBIM OTBETOM, MOBbILLIEHHbIN YPOBEHb CITOXHOCTHN):
— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOMHOCTLIO UMM YaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKOMeHAYTCA K UCMONb30BaHUIO NPU NPOBEeAEHUN ANAarHOCTUYECKUX
paboT C uenbl OLEHKM OCTaTOYHbIX pe3yfibTaTOB OCBOEHUSI JAaHHOW AUCLUNIIUHbLI (3HaHWUM,
YMEeHUW, HaBbIKOB).


https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D1%81%D0%B8%D0%B2_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5)
https://ru.wikipedia.org/wiki/%D0%91%D0%B8%D1%82
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC

